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中 文 摘 要 ： 隨著愈來愈多雇主運用社群網站對應徵者進行資格審查，應徵者的
隱私、程序正義及所帶來的潛在效果也逐漸受到關注。本研究特別
針對全球人力市場較為搶手的被動應徵者，提出一套運用中介與干
擾效果的因果模型來探討在什麼情境下，被動應徵者因雇主在社群
網站的審查活動而感受到個人隱私被侵犯與程序不公，並如何影響
其放棄應徵該職缺的傾向。這樣的知覺將因被動應徵者對社群網站
個人資訊穩私的掌控能力及雇主在收集資料過程中的透明度的不同
情境而有不同的影響。本研究透過201位自認曾被雇主審查個人臉書
資訊的被動求職者，經偏最小平方法結構方程模型(PLS-SEM)分析發
現: 當被動應徵者對社群網站的個人資訊隱私掌控程度及對雇主在
收集他們社群網站資訊的透明度愈高，會分別降低被侵犯隱私和程
序不公的感覺，繼而減緩放棄應徵傾向。文末就研究結果的理論意
涵、實務應用、研究限制與未來研究方向進行討論。

中文關鍵詞： 社交媒體, 臉書, 員工甄選, 隱私侵犯, 程序正義, 放棄應徵傾向

英 文 摘 要 ： Employer use of social networking sites (SNS) to screen job
candidates is raising concerns about privacy, fairness, and
withdrawal intention. Since passive candidates are more
desirable in the global workforce market, this study
proposed a mediation–moderation framework for
understanding how and when passive job candidates’
perceptions of privacy violation and procedural injustice
interact to predict their intent to withdraw from the
selection process in the context of employee use of SNS
screening. The valid 201 data were analysed using Partial
Least Square Structural Equation Modelling (PLS-SEM). The
results indicated that a candidate who can better control
his/her SNS information is less likely to perceive that
his/her privacy has been invaded during SNS screening by
potential employers, thus mitigating his/her perception of
procedural unfairness. Moreover, when SNS screening is more
transparent, the candidate is less likely to perceive the
selection procedure as unfair, which will reduce his/her
intention to withdraw from employment selection. Finally,
the limitation and implications of the findings for
research and practice will be discussed.

英文關鍵詞： Social media; Facebook; employee selection; privacy
violation; procedural justice; withdrawal intention
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中文摘要 

隨著愈來愈多雇主運用社群網站對應徵者進行資格審查，應徵者的隱私、程序正義及

所帶來的潛在效果也逐漸受到關注。本研究特別針對全球人力市場較為搶手的被動應

徵者，提出一套運用中介與干擾效果的因果模型來探討在什麼情境下，被動應徵者因

雇主在社群網站的審查活動而感受到個人隱私被侵犯與程序不公，並如何影響其放棄

應徵該職缺的傾向。這樣的知覺將因被動應徵者對社群網站個人資訊穩私的掌控能力

及雇主在收集資料過程中的透明度的不同情境而有不同的影響。本研究透過 201位自

認曾被雇主審查個人臉書資訊的被動求職者，經偏最小平方法結構方程模型(PLS-SEM)

分析發現: 當被動應徵者對社群網站的個人資訊隱私掌控程度及對雇主在收集他們社群

網站資訊的透明度愈高，會分別降低被侵犯隱私和程序不公的感覺，繼而減緩放棄應

徵傾向。本報告文末就研究結果的理論意涵、實務應用、研究限制與未來研究方向進

行討論。 

 

關鍵詞：社交媒體, 臉書, 員工甄選, 隱私侵犯, 程序正義, 放棄應徵傾向。 

英文摘要 Abstract 

Employer use of social networking sites (SNS) to screen job candidates is raising concerns 

about privacy, fairness, and withdrawal intention. Since passive candidates are more desirable 

in the global workforce market, this study proposed a mediation–moderation framework for 

understanding how and when passive job candidates’ perceptions of privacy violation and 

procedural injustice interact to predict their intent to withdraw from the selection process in 

the context of employee use of SNS screening. The valid 201 data were analysed using Partial 

Least Square Structural Equation Modelling (PLS-SEM). The results indicated that a 

candidate who can better control his/her SNS information is less likely to perceive that his/her 

privacy has been invaded during SNS screening by potential employers, thus mitigating 

his/her perception of procedural unfairness. Moreover, when SNS screening is more 

transparent, the candidate is less likely to perceive the selection procedure as unfair, which 

will reduce his/her intention to withdraw from employment selection. Finally, the limitation 

and implications of the findings for research and practice will be discussed. 

 

Keywords: Social media; Facebook; employee selection; privacy violation; procedural 

justice; withdrawal intention 
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報告內容 

1. Introduction 

 The use of social networking sites (SNS) by employers to investigate candidates is a 

rapidly emerging hiring practice (Berkelaar, Birdsell, & Scacco, 2016; McCarthy et al., 2017) 

because employers want more information outside the confines of a resume or application 

form and want to avoid negligent hiring (Black, Stone, & Johnson, 2015). According to 

Swallow’s (2011) survey of more than 300 hiring professionals, 69 percent of personnel 

recruiters have rejected a candidate based on content found on his/her SNS profiles. 

Moreover, many job applicants have been asked to provide information that would enable 

prospective employers to gain full access to their personal SNS profiles (Singletary, 2012).  

 Boyd and Ellison (2007) defined SNS as web services that allow an internet user to “(1) 

construct a public or semi-public profile within a bounded system, (2) articulate a list of other 

users with whom they share a connection, and (3) view and traverse their list of connections 

and those made by others within the system.” SNSs take the form of either personal networks 

(e.g., Facebook, Instagram, Twitter) or professional networks that connect applicants with 

potential employers (e.g., LinkedIn) (see Hanna, Rohm, & Crittenden, 2011; Smith & Kidder, 

2010). Although different types of SNS may be directed to different audiences and purposes 

(Bohnert & Ross, 2010), public and private information is mixed on the same SNS platform 

because participants may use it indiscriminately, mixing personal and professional objectives 

(Burkell, Fortier, Wong, & Simpson, 2014). Consequently, privacy concerns arise when job 

candidates become vulnerable to monitoring and screening by potential employers (Black et 

al., 2015). Additionally, issues of justice have been emerging when employers use non-work-

related information from SNSs to make hiring decisions (Davison, Maraist, & Bing, 2011). 

For instance, a hiring manager or recruiter may assume that a candidate has a drinking 

problem if the candidate posts a selfie photo of him/herself holding a glass of wine on his/her 

Facebook page (Segal & LeMay, 2014). 

 According to Statista (2017), Facebook is the largest global SNS, with 1.87 billion 

monthly active users as of January 2017, and it continues to dominate the world market with 

the exception of China, Russia and a few other countries. Since Facebook enabled public 

searches in 2006, many employers have used this SNS platform to screen potential job 

candidates (Błachnio, Przepiórka, & Rudnicka, 2013). Some hiring managers or recruiters use 

Facebook to determine whether a candidate has a professional online persona and what other 

people are posting about the candidate (Brooks, 2017). However, a survey found that nearly 

70 percent of adult internet users could not accept that their Facebook profile would be 
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accessed by employers (Black et al., 2015), and another study found that younger users 

perceived employer usage of Facebook to screen job candidates as a privacy violation and an 

unfair procedure (Hurrell, Scholarios, & Richards, 2017).  

 Past research asserted that job applicants are more likely to withdraw from the selection 

process or decline job offers when they perceive procedural injustice during the hiring process 

(see Konradt, Warszta, & Ellwart, 2013). Except for Stoughton, Thompson, and Meade’s 

(2015) study, there is little research about how job candidates respond to employer use of 

SNSs for making hiring decisions (Davison et al., 2011), especially given the dearth of job 

candidate withdrawal studies (Griepentrog, Harold, Holtz, Klimoski, & Marsh, 2012).  

 As reported by the Society for Human Resource Management (SHRM, 2016), growing 

numbers of employers are looking for candidates who are currently employed and not actively 

looking for a new job but who may be open to a good career opportunity if one arises; these 

individuals are called passive job candidates or passive job seekers. These candidates are 

appealing because many employers believe that passive job candidates have more 

competencies and more positive employment records than active job candidates who are 

actively looking for work. Since most passive job candidates will not leap into another job 

without serious consideration, engaging those candidates is more difficult than engaging 

active candidates because it requires elaborate persuasion and an understanding of their 

feelings and responses towards the employers. In a review of job application reaction studies 

published since 2000, McCarthy et al. (2017) suggested that future research would benefit 

from examining applicants’ reaction to employment selection on SNSs. 

 The study seeks to address this gap by examining how passive job candidates perceive an 

employer’s use of SNS screening, including their perception of privacy violation and 

procedural injustice, and therefore how this employer practice affects these candidates’ 

intention to withdraw from selection processes. Because these passive job candidates are not 

actively seeking employment, they have more freedom about withdrawal compared with 

active job candidates who are desperately looking for a job. 

 Most notably, individuals who believe they cannot “control their privacy information” in 

SNS screening will perceive higher levels of privacy violation (Thomas, Rothschild, & 

Donegan, 2015), which in turn result in lower levels of procedural justice (McNall & Roch, 

2007), whereas the perception of procedural justice will be determined by the “transparency 

of the data collection” during the screening process (Black et al., 2015). Accordingly, this 

study will add these two moderating variables to the research model and investigate how the 

effects work together.  

 Thus, from a practical standpoint, this study will be useful to understand how employer 

use of SNS screening is perceived by passive job candidates, what consequences may follow 

these perceptions, and what practices might mitigate negative reactions. From a research 

perspective, studying job candidates’ reactions to SNS screening is important because this 
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type of screening differs in several ways from the more commonly studied traditional 

application screening or background checking.  

 We begin by briefly describing employer use of SNSs for screening job candidates and 

explaining how candidates’ SNS information is used for personnel selection. Then, we review 

previous theory and research on job candidate reactions and subsequently delineate the 

relationships among employer use of SNS screening, candidate perceptions of privacy 

violation and procedural justice, and intent to withdraw from job consideration. Finally, we 

present our hypotheses, describe our method, and report and discuss the results of our 

analyses. 

2. Literature Review 

2.1 Employer use of SNS screening 

 With the growth of SNSs such as Facebook, employers have access to more personal 

information about job candidates than ever before (Sronce, 2011), and the information found on 

SNSs has been used for making hiring decisions (Bohnert & Ross, 2010). Some employers use 

SNSs as a background check to protect themselves from liability issues—if an employee injures 

or harms any individual who comes into contact with him/her at work, employers can sometimes 

be held responsible for negligence (see Thomas et al., 2015). Negligent hiring occurs when an 

employer fails to conduct a background check on potential employees that may influence the 

employer negatively (Clark & Roberts, 2010), and SNSs can provide more reliable information 

to employers for determining an applicant’s tendency to engage in certain types of behaviour or 

conduct (Slovensky & Ross, 2012). Some employers use their existing employees with 

Facebook accounts to bypass network settings and possibly “friend” the applicant under false 

pretences, and some employers even create “pseudo-profiles” to attempt to gain access to an 

applicant’s Facebook profile (Elzweig & Peeples, 2009).  

 In addition to avoiding negligent hiring, some employers use SNS information as a 

selection instrument to evaluate candidates’ behaviour or characteristics (Stoughton et al., 2015) 

because SNSs provide relatively transparent and honest personal information, such as the content 

posted on candidates’ sites by their friends, compared with the information on traditional 

resumes or application forms, which is intended to project a certain impression or desired image 

(Slovensky & Ross 2012). In line with Kluemper and Rosen’s (2009) research, employers can 

use SNS information to make predictions about job candidates’ future performance, and the 

authors indicated that this approach, compared to other selection methods, is a cost-effective and 

time-efficient way to either reject or affirm a candidate. Kluemper, Rosen, and Mossholder (2012) 

conducted two studies on Facebook and found that screening a job candidate’s SNS profile may 
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also provide useful information to predict the candidate’s personality for a hiring decision. 

Moreover, SNS information can be used to develop targeted interview questions (Davison et al., 

2011) and conversations and to build connections during interviews (Smith & Kidder, 2010).  

2.2. Candidate perceptions of privacy violation and procedural justice 

 Employer use of SNSs as pre-employment screening has few legal restrictions in terms of 

most privacy laws (Blank, 2010) because SNS information is posted in the public domain 

(Dennis, 2011). On many SNS platforms, such as Facebook, users can determine which 

information can be revealed and who can access their personal profiles through the features of 

privacy settings at the users’ sole discretion (Bishop, 2015). However, the use of SNSs blurs the 

boundaries between work and life (Felstead, Jewson, & Walters, 2005), and there is a growing 

literature on how such blurring of the work/life boundary may have negative effects for job 

candidates or employees (Chesley, 2005), especially in terms of personal privacy violation 

(Golden & Geisler, 2007). Individuals may maintain public/private self-disclosure and present 

different online behaviour and images depending on the demands of the social situation 

(Farnham & Churchill, 2011). Many privacy advocates have asserted that information used for 

personnel decisions must be work relevant and that employers must inform their job candidates 

of what is being viewed (Elzweig & Peeples, 2009). Once an employer accesses a candidate’s 

SNS profile, many non-work-related photographs, comments, and any other content added to 

the profile by the candidate or his/her connections can be viewed by the employer (Jones & 

Behling, 2010). When an employer captures and screens a candidate’s information from SNSs, 

the employer may be intruding on the candidate’s personal life and privacy (Clark & Roberts, 

2010).  

 Privacy refers to the ability to control one’s personal information (Snyder, 2010; Stone & 

Stone 1990). When candidates think they have lost such control, they perceive that their privacy 

has been invaded (Alge, 2001). Although job candidates can use the privacy settings of SNS to 

ensure that their online activities will not be revealed to others, they may not always be aware 

that employers or hiring managers can review their SNS information. As a result, some 

employees may not use privacy settings to protect their personal information from prospective 

employers or hiring managers (Peluchette & Karl, 2008; Young & Quan-Haase 2009). Similarly, 

if employees believe that they cannot control their SNS information, they will be more likely to 

perceive SNS monitoring as an invasion of privacy (Black et al., 2015). 

 Therefore, the first and second hypotheses test the relationship between employer use of 

SNS screening and candidates’ perception of privacy violation, which is moderated by 

employees’ ability to control their SNS information. 

 

H1: Employer use of SNS screening will be positively related to candidates’ perception of 
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privacy violation. 

 

H2: Employer use of SNS screening will be more positively related to candidates’ perception of 

privacy violation when candidates are less able to control their information on SNSs. 

 

 Whereas employers view SNS screening as a legitimate selection practice, job candidates 

may view this practice as an invasion of privacy (e.g., Stoughton et al., 2015) and thus perceive 

the selection process as having low procedural justice (e.g., Slovensky & Ross, 2012). 

Procedural justice refers to the fairness of procedures (Thibaut & Walker, 1975), in which 

established procedures are implemented consistently without self-interest, on the basis of 

accurate information, with opportunities to correct decisions, and with the interests of all 

concerned parties represented (Brockner & Wiesenfeld, 1996).  

 In line with Alge’s (2001) privacy-procedural justice model, individuals who believe that 

they can control their privacy in electronic screening will perceive higher levels of procedural 

justice in the workplace. For example, a candidate may perceive that his/her privacy has been 

invaded by an employer because he/she is forced to reveal private SNS information during the 

selection process (Thomas et al., 2015), which may result in his/her perception of procedural 

injustice (McNall & Roch, 2007).  

 Leonard (2011) reported that some candidates may not have Facebook accounts, causing 

unfairness and inconsistency across personnel selection with the use of this information. A lack 

of consistent information presented on Facebook makes it difficult to establish a reliable 

screening procedure across candidates. Inaccuracies in tags, photographs and posts could lead to 

selection decisions being based on erroneous information, with information easily taken out of 

context (Smith & Kidder, 2010). As a result, employer use of SNS screening may violate the 

accuracy rule of procedural justice, and therefore, candidates may perceive the screening 

procedure as unjust per se (Black et al., 2015). Our third, fourth and fifth hypotheses, positing 

both direct and indirect causal relationships among employer SNS screening, perceived privacy 

violation, and perceived procedural justice, are proposed as follows: 

 

H3: Employer use of SNS screening will be negatively related to candidates’ perception of 

procedural justice. 

 

H4a: Candidates’ perception of privacy violation will be negatively related to candidates’ 

perception of procedural justice. 

 

H4b: Candidates’ perception of privacy violation will partially mediate the relationship between 

employer use of SNS screening and candidates’ perception of procedural justice. 
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 Black et al. (2015) also noted that a job candidate’s perception of procedural justice depends 

on the transparency of the data collection procedure because this procedure enables individuals 

to control the release of information and to manage the impression they make in employment 

conditions. When job candidates are uncertain about what personal information (e.g., Facebook 

profile) will be reviewed by an employer, they will perceive higher procedural injustice (Kuhn 

& Nielsen, 2008). When the data collection is transparent or when applicants know that an 

employer may use Facebook to screen candidates, they can remove potentially discrediting 

information, strengthen their privacy settings, or terminate their accounts. Additionally, job 

candidates may choose to use a career-oriented SNS, such as LinkedIn, to share job-related 

information (Chiang & Suen, 2015; Labrecque, Markos, & Milne, 2011).  

 Because job candidates show different behaviour and images in different social contexts, 

employers may misinterpret candidates’ SNS information based on a single perspective 

(Farnham & Churchill, 2011). If a job candidate is aware of an employer’s screening practices, 

he/she may create different accounts on Facebook. One profile may be created using one’s real 

name for professional use, and another profile with a pseudonym may be used to post and 

communicate with others in a way that is distinctly personal (Clark & Roberts, 2010). With more 

transparent SNS data collection, the job candidate may not perceive that screening practices 

violate the procedural justice rule. Consequently, our sixth hypothesis addresses the moderating 

impact of transparency on the relationship between employer use of SNS screening and 

procedural justice. 

 

H5: Employer use of SNS screening will be less negatively related to candidates’ perception of 

procedural justice when SNS data collection is more transparent. 

2.3. The impact of candidate perceptions of procedural justice on withdrawal intention 

 Gilliland (1993) proposed that job candidates’ perceptions of justice in selection procedures 

directly influence their subsequent attitudes and behaviours both during and after hiring, such as 

intentions to accept a job offer, recommend the employer to others, and reapply (see Hausknecht, 

Day, & Thomas, 2004; Konradt et al., 2013; Truxillo, Bodner, Bertolino, Bauer, & Yonce, 2009). 

According to signalling theory (Celani & Singh, 2011), because candidates have limited 

information about employers, they develop expectations for how an employer treats employees 

based on their impressions from the selection process (Allen, Mahto, & Otondo, 2007). When 

job candidates perceive they were treated unjustly during the selection process, they may assume 

that the employer will treat them poorly in the future (Stone-Romero, Stone, & Hyatt, 2003) and 

may decide to withdraw from the hiring process (Konradt et al., 2013).  

 Griepentrog et al. (2012) defined withdrawal (also known as applicant withdrawal or 

applicant dropout) as behaviour that occurs “when an individual who initially applied to an 
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organization self-selects out of the selection or hiring process and decides not to participate in 

further recruiting activities.” The authors conducted an empirical study with 669 real job 

applicants and found that the candidates’ affective intentions were highly associated with actual 

withdrawal from selection procedures (Griepentrog et al., 2012). 

 As many job candidates feel that most of their SNS information is not work relevant and 

may be used or interpreted inappropriately by employers, SNS screening may be perceived as 

having less procedural justice by job candidates (Kluemper, 2014; Kluemper & Rosen, 2009). 

Even if a candidate obtains just outcomes, the candidate may withdraw from the hiring process 

if he/she perceives that the selection procedure violated his/her privacy or the procedural justice 

rule (Slovensky & Ross, 2012).  

 In the applicant reaction literature, job applicant’s justice perceptions are highly associated 

with their intention to withdraw from the selection process (Kuhn & Nielsen, 2008), whereas 

their perceptions of procedural justice mediate the relationship between their violation of privacy 

concerns and their reaction outcomes in personnel selection (Bauer et al., 2006). Consistent with 

Gilliland’s (1993) model of job applicant reactions, job candidates’ procedural justice 

perceptions drive their reactions to employers, such as their withdrawal intention, whereas 

candidates’ perceptions of privacy violation may be particularly salient as a determinant of 

perceived procedural justice in the selection process. Hence, we propose our final two 

hypotheses, which asserts that procedural justice has a central role in linking job candidates’ 

perceptions of privacy violation and their recruitment withdrawal intention.  

 

H6a: Candidates who perceive procedural justice in the context of SNS screening will have a 

lower intention to withdraw from the selection process. 

 

H6b: Candidates’ perception of procedural justice will fully mediate the relationship between 

candidates’ perception of privacy violation and their intention to withdraw from the selection 

process. 

 

 The study hypotheses are summarized in Figure 1. As depicted in Figure 1, job candidates 

will be more likely to perceive that their privacy is invaded by employer use of SNS screening 

when they are less able to control their information, candidates will be likely to perceive 

procedural justice in employer use of SNS screening when SNS data collection is more 

transparent, employer use of SNS screening will predict candidates’ perceptions of procedural 

justice both directly and indirectly (through perceived privacy violation), candidates’ perception 

of procedural justice will predict lower intention to withdraw from the selection process, and 

candidates’ perception of procedural justice mediates the perception of privacy violation and 

withdrawal intention. 
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Figure 1. Study hypotheses and research model. 

 

3. Methodology 

3.1. Sample and procedure 

 This study began with a pilot test to verify or improve the quality of the measurement scale. 

Items that were inappropriate because of their cross-loadings or poor loadings via exploratory 

factor analysis were reworded. The participants in this pilot test included 35 employed Taiwan 

graduate students whose Facebook profiles have been monitored by employers during personnel 

selection. 

 To examine passive job candidates’ perception of employer use of SNS screening, this 

study used snowball sampling (see Charoensukmongkol, 2014) to find 500 employed Taiwan 

Facebook users who were not actively looking for jobs but were willing to discuss a new 

opportunity to participate in this study. According to Statista (2017), the proportion of internet 

users with Facebook accounts in Taiwan was 82% in 2017, higher than anywhere else in the 

world. Another survey conducted by the state-backed Market Intelligence & Consulting Institute 

(MIC) in 2017 found that nearly 95% of Taiwanese people had used Facebook (Fulco, 2017). 

 A quantitative self-report method was used to collect the data from the participants. The 

participants were initially asked the following questions with a “Yes” or “No” answer: (a) “Are 

you currently employed as a permanent employee?”; (b) “Are you looking for a new job now?”; 

(c) “Are you willing to discuss a new career opportunity?”; and (d) “Is there a potential 

employer/recruiter who is approaching you for a new job?” Only participants who answered 

“Yes” to questions (a), (c), and (d) and answered “No” to question (b) were invited to take the 

survey. As a result, 201 questionnaires were used for analysis; the sample was 59 percent male 
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(n=119) and 41 percent female (n=89), and the respondents were employed in Taiwan and were 

Facebook users aged 25 to 45 (mean age=32.3). The participants had different position levels, 

with either managerial (32 percent) or technical (68 percent) areas of expertise. Those 201 

respondents’ average tenure with their current employers was 3.53 years. Furthermore, 25% of 

their employers were in the information technology industry, 21% were in the consulting 

industry, 18% were in the financial services industry, 16% were in high-tech manufacturing, 

20% were in computer software, and 20% were in other industries. The respondents’ biographic 

factors were not significantly related to the study variables. 

 Although the use of self-report questionnaires is a common practice in the social sciences 

and self-reports are most appropriate for capturing perceptions and individual attitudes, this 

measurement instrument has raised concerns as a method for collecting data on independent and 

dependent variables. To reduce the potential risk of common method variance (CMV), 

“systematic error variance shared among variables measured with and introduced as a function 

of the same method and/or source” (Richardson, Simmering, & Sturman, 2009), this study 

followed the recommendations of Podsakoff, MacKenzie, Lee, and Podsakoff (2003). These 

recommendations included guaranteeing anonymity to the respondents and emphasizing that 

there were no right or wrong answers. This step was taken to reduce evaluation apprehension 

and obtain valid and reliable data for this study. 

3.2. Measures 

 The measures were adapted primarily from previously validated questionnaires or 

theoretical constructs when possible. Minor modifications were made to fit the context of the 

present study. The participants responded to all the questionnaire items for the major measures 

of the study using six-point Likert-type scales ranging from 1 (strongly disagree) to 6 (strongly 

agree). The standard lower bound for Cronbach’s alpha (α) was 0.7 (Hair, Anderson, Tatham, & 

Black, 2010). Any items that did not significantly contribute to reliability were eliminated. All 

the items were found to load significantly on their respective constructs, with all average 

variance extracted (AVE) values and composite reliabilities (CR) exceeding 0.5 and 0.8, 

respectively, and the AVE for each construct exceeded all the squared inter-factor correlations 

between that construct and each other construct, thus providing evidence of both convergent and 

discriminant validity (Hair et al., 2010). 

3.2.1. Employer use of SNS screening (US) 

 The measure investigated the respondents’ recent experiences with a potential employer or 

recruiter who had approached them and used Facebook to screen them. Three items were adopted 

and modified from Bishop (2015) as follows: “I was asked to connect with the employer or 
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supervisor on Facebook,” “I believe the employer or supervisor screened my profile on 

Facebook,” and “I believe the employer or supervisor used my Facebook information to make a 

decision” (α=.84; AVE=.89; CR=.96). 

3.2.2. Candidates’ ability to control SNS information (CI) 

 The measure was developed based on the construct of the perceived ability to control access, 

from Black et al. (2015). The following three items were used to measure the candidates’ ability 

to control SNS information: “I know how to use the privacy settings in my Facebook account,” 

“I know which information on my Facebook profile may lead to a potential negative impression,” 

and “I know how to control public access to my Facebook information” (α=.98; AVE=.97; 

CR=.99). 

3.2.3. Perceived violation of privacy (VP) 

 The measure was adopted from Alge’s (2001) construct for invasion of privacy. The 

following three items were used to measure the candidates’ perception of violation of privacy in 

the context of Facebook screening: “I feel that the way the employer or supervisor monitored 

my Facebook was a violation of my privacy,” “I am concerned that the employer or supervisor 

screened my Facebook,” and “I am not pleased with the employer or supervisor who followed 

my Facebook” (α=.93; AVE=.96; CR=.98). 

3.2.4. Perceived procedural justice (PJ) 

 Candidate perceptions of procedural justice were measured using three items derived from 

Colquitt (2001) that fit the context of this study: “I believe that the employer’s use of Facebook 

screening was applied consistently,” “I believe that the employer’s use of Facebook screening 

was based on accurate information,” and “I could express my views during the employer’s use 

of Facebook screening” (α=.88; AVE=.81; CR=.92). 

3.2.5. Transparency of data collection (TD) 

 The study measured the candidates’ perception of the transparency of the data collection 

procedure during employers’ SNS screening, based on Black et al.’s (2015) construct. Three 

items measured the transparency of the data collection for employers’ use of SNS screening: “I 

know how the employer collected my information from Facebook,” “I know what information 

from my Facebook was collected by the employer,” and “I know when the employee collected 

my Facebook information” (α=.98; AVE=.96; CR=.98). 
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3.2.6. Withdrawal intention (WI) 

 Withdrawal intention represents a candidate’s perception of how likely he/she is to remove 

him/herself from the selection and hiring process. Three items were developed to measure this 

construct outline by Griepentrog et al. (2012) and Giumetti (2011) as follows: “I will not 

continue to seek employment with the organization that screened my Facebook,” “I will not 

participate in the selection process with the employer that screened my Facebook,” and “I am 

not interested in joining the company that screened my Facebook” (α=.81; AVE=.73; CR=.89). 

3.3. Analysis 

 The study data and hypotheses were analysed using the partial least squares-structural 

equation modelling (PLS-SEM) approach supported by Smart-PLS 3.0. This technique is a 

preferred method, as it avoids biases in factor indeterminacy (Fornell & Bookstein, 1982) and 

can be performed with a small sample size (Chin, Marcolin, & Newsted, 2003). We followed 

Garson’s (2016) research procedures to investigate the mediating and moderating effects in this 

study.  

4. Results 

4.1. Common method variance (CMV) 

 To address CMV, we performed Harman's one-factor test (Podsakoff et al., 2003) using 

IBM SPSS v23, and an exploratory factor analysis resulted in six factors with eigenvalues greater 

than one, with the first factor accounting for only 38% of the variance in the items. In addition, 

we followed Leong, Jaafar, and Ainin’s (2018) procedure to transform all indicators into single-

indicator second-order constructs with a method factor consisting of all the indicators of the 

principal constructs. The average substantive and method variance were 0.759 and 0.010, 

respectively (76:1), and the majority of the method factor loadings were not significant. Given 

the test results, we believe that CMV was not a significant problem in our research. 

4.2. Hypothesis testing 

 The product indicator method in PLS-SEM (Garson, 2016) was used to test the study 

hypotheses. In this method, the moderators were simultaneously incorporated into a path 

programme and ultimately used to identify the structural model to test hypotheses on individual 
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paths or regression weights. Table 1 shows the latent variable correlations, average mean and 

standard deviation (SD) in this study.  

 

Table 1. Mean, Standard Deviation, and Correlations 

Latent Variable Mean SD US CI VP PJ TD WI 

Employer use of SNS screening (US) 3.317  0.910  1.000         

Candidates’ ability to control SNS information (CI) 4.123  1.249  -0.409  1.000     

Perceived violation of privacy (VP) 2.634  1.482  0.708  -0.753  1.000      

Perceived procedural justice (PJ) 3.529  1.721  -0.499  0.192  -0.631  1.000    

Transparency of data collection (TD) 3.691  1.079  -0.115  -0.330  0.122  0.387  1.000  

Withdrawal intention (WI) 3.516  0.850  0.616  -0.458  0.806  -0.832  -0.089 1.000 

 

 

Figure 2. Path analysis result 

 

 Figure 2 provides results of path analysis to test the postulated hypotheses. The R squared 

(R2) value indicated that 85.3 percent of the variance in candidate perceptions of privacy 

violation was explained by employer use of SNS screening. Further analysis showed that both 

employer use of SNS screening (β=.555; p<.001) and the moderating effect between US and CI 

on VP (β=-.338; p<.001) were significant related to VP. 

 

 As demonstrated in Figure 3, a correlation plot was created by taking into consideration 

high (one SD above the mean), middle (at the mean), and low (one SD below the mean) levels 

of the moderator (CI); the results suggested that when CI was weaker, the positive relationship 
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between US and VP was stronger. Thus, H1 and H2 were supported. 

 

 

Figure 3. Moderating effect of CI in the US and VP. 

 

 To test the relationship between US and PJ, we tested the structural model as presented in 

Table 2. The R2 value indicated that 61.5 percent of the variance in PJ was explained by both 

US and VP, while the path coefficients showed that both US (β=-.144; p<.01) and VP (β=-.749, 

p<.001) were negatively related to PJ. Therefore, H3 and H4a were supported. 

 The results indicated that US had a significant indirect effect (β=-.411, p<.001) and direct 

effect (β=-.144, p<.01) on PJ. The mediation effect did not eliminate the direct effect completely, 

given the direct relation between US and PJ. Since the sign of the direct and indirect effects were 

in the same direction, we may conclude that VP has a complementary partial mediation effect 

on the relationship between US and PJ; therefore, H4b was supported (Leong et al., 2018).  

 In testing the moderating effect of TD on US and PJ as illustrated in Figure 4, simple slope 

analysis was performed by taking into consideration high (one SD above the mean), middle (at 

the mean), and low (one SD below the mean) levels of the moderator (transparency of data 

collection). The findings suggested that H5 was partially supported because the interaction effect 

was marginally significant (β=-.104; t=1.867; p=.063). This indicates that the relationship 

between US and PJ should be different but only marginally significant across different levels of 

TD. 
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Figure 4. Moderating effect of TD on US and PJ 

 

 Finally, the PLS-SEM analysis found that PJ during SNS screening explained 69.1 percent 

of the variance (R2) in WI. The path coefficient between PJ and WI was -.832 (p<.001). In line 

with the research findings above, PJ was negatively related to selection process WI; therefore, 

H6a was supported. Since VP had significant indirect effect of 0.679 on WI (p<0.001), but VP 

had insignificant direct effect on WI, we may conclude that PJ fully has full mediation effect on 

WI (Leong et al., 2018), and therefore H6b was also supported. 

4.3. Model fit 

 Following Hew and Kadir’s (2016) procedure, we examined the multivariate assumption 

of normality using the Kolmogorov-Smirnov test, and the results revealed a non-normal 

distribution. Since the other assumptions (i.e., linearity, multicollinearity and homoscedasticity) 

were fulfilled, data-driven variance-based PLS-SEM was appropriate to use for this study. To 

avoid model misspecification, we found that the standardized root mean square residual (SRMR) 

was 0.071 (>0.08) and the normed fit index (NFI) was 0.102 (>0.9). Therefore, the model can 

be considered a good fit (Leong, Jaafar, & Sulaiman, 2017). 

5. Discussion 

 Employers are increasingly turning to SNSs for insight into prospective employees before 

making hiring decisions (Black et al., 2015); however, this practice raises many concerns and 

much debate (Thomas et al., 2015). Advocates have proved that SNS information could serve as 

an extension of candidates’ resumes for employers and as a complement to human resource 

management activities (e.g., Yokoyama, 2016). According to opponents, this practice causes 

applicants to feel that their privacy has been invaded and that they have been treated unfairly 

during the selection process, which ultimately reduces the attractiveness of the organization (e.g., 

Stoughton et al., 2015).  

5.1. Practice implications 

 Konradt, Garbers, Böge, Erdogan, and Bauer (2017) emphasized that employers may risk 

losing targeted talent if they do not pay enough attention to the issue of job candidate reactions 

during the selection process. For employers, SNS screening is a quick and inexpensive approach 

to obtain much more information about applicants, such as their personalities (see Amichai-

Hamburger & Vinitzky, 2010; Back et al., 2010), than can be gained through a resume and cover 

letter (Kluemper, 2014; Yokoyama, 2016) and can be used to avoid negligent hiring (Davison et 
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al., 2011). However, this study’s results warn that passive job candidates sense privacy invasion 

and unfairness and have more intent to withdraw their candidacy when employers use SNS 

screening because this procedure may screen out otherwise qualified candidates based on biases 

or non-work-related information (Thomas et al., 2015), especially when the candidates do not 

have a strong ability to control their privacy settings on SNSs (Black et al., 2015). 

 Additionally, the study findings suggest that the negative perceptions observed here are 

ameliorated with more transparent data collection procedures in SNS screening. The 

transparency of data collection procedures is important because it enables candidates to control 

their information in the hiring process (Hausknecht et al., 2004). Doing so may cause applicants 

to preemptively alter their SNS information to make it more socially desirable (Black & Johnson, 

2012). However, unlike a resume or application form that can be tailored to specific job 

opportunities, SNSs may offer supplementary information about a candidate without the 

formality (Newman, 2015). We recommend that employers provide advance notice to applicants 

that work-related SNS data will be collected during the selection procedure along with 

conducting a background check; this would allow candidates to take steps to protect their privacy 

on SNSs in advance. During the data collection procedure, employers should document all the 

information gathered from SNSs and identify the reasons for hiring decisions in accordance with 

the rule of predictive validity (Kluemper, 2014). For job candidates, we suggest that SNS users 

learn how to control their SNS information and check their SNS privacy settings frequently. The 

most important conduct principle on SNS may be “do not post anything you would mind any 

potential employers seeing,” as suggested by a reporter from Fast Company magazine 

(Weissman, 2016). 

5.2. Research implications  

 This study expends Gilliland’s (1993) applicant reaction model and Alge’s (2001) privacy-

procedural justice framework and tries to answer the two research questions. Hausknecht et al. 

(2004) noted that job desirability may moderate the relationship between applicant perception 

and intention to accept or reject a job offer. This study investigated actual passive job candidates 

who did not actively desire a new job but were in high demand by many employers. We argue 

that those passive job candidates had a higher intention to withdraw when they had a negative 

perception of the employer (NEJM Career Center, 2013). The investigation revealed that passive 

job candidates who had experienced employment-related SNS screening tended to rate the 

process as somewhat more invasive and less fair and ultimately intended to withdraw from the 

selection process.  

 Moreover, this study found that the perception of invasion of privacy partially mediated the 

relationship between employer use of SNS screening and procedural justice perceptions. This 

result is consistent with the study of Stoughton et al. (2015), and it appears that violations of 
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privacy led to a more negative view of the procedural justice of the selection process for reasons 

beyond employer use of SNS screening per se. Additionally, two moderating effects were found 

in this study. When a job candidate believed that he/she was more able to control his/her SNS 

information, the candidate was less likely to perceive that his/her privacy had been invaded; 

when a passive job candidate believed that the SNS data collection process was relatively 

transparent, he/she was more likely to perceive procedural justice in SNS screening. 

5.3. Limitations and future research 

 According to Black et al. (2015) and Stoughton et al. (2015), more empirical studies are 

needed to address employer use of SNSs for employee selection purposes, and the research 

outcomes should bring awareness of the practice of using SNS information in hiring decisions 

in different contexts. While this study establishes a critical bridge between employer use of SNS 

screening and candidate reactions by opening the black box of both mediating and moderating 

effects that have rarely been assessed (McCarthy et al., 2017), this research has several 

limitations that should be acknowledged. 

 First, we used snowball sampling of employed Facebook users who were classified as 

passive candidates in Taiwan; further studies could aim to randomly select a sample of 

individuals from the population and compare their responses with those of users who are 

currently active job candidates in different countries. We would also argue that active job 

applicants would be unlikely to withdraw from a selection process due to a negative perception 

of invasion or unfairness if they actually needed a job. Alternatively, researchers could use a 

longitudinal design to follow different SNS users before and after they experienced SNS 

screening for the first time and could compare the changes in their reactions and withdrawal 

intention. 

 Second, several measures could become interesting additional controls for this type of 

research. For instance, a control could be used to capture whether a candidate emphasizes 

collectivism or is a collectivist and is less concerned about privacy when an employer screens 

their profile on SNSs (Black et al., 2015). In this sense, a substantial cross-cultural context may 

also have a moderating effect on the further development of this stream of research in different 

social norms. 

 Third, we measured all the variables on the basis of self-reports from actual candidates who 

had experienced SNS screening, which may cause concerns regarding CMV. Although it was 

difficult to eliminate the possibility of CMV, we did not find evidence that the hypotheses were 

supported solely as a result of CMV (Chiang & Suen, 2015). 
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6. Conclusion 

 In conclusion, this study provides an initial examination of the effects of SNS screening on 

passive job candidates’ perceptions and intention to withdraw from the selection process. The 

growing employer use of SNS screening for hiring purposes has attracted attention from lawyers, 

politicians, and mass media around the globe; however, to date, it has not attracted much 

attention from human resources and other social media researchers. The results from this study 

suggest the importance of broadening the literature on employer use of SNS and applicant 

reactions to include this poorly understood selection procedure. 
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