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中 文 摘 要 ： 霧聯網(Fog Networking)為一種網路服務架構，是為了因應霧運算
(Fog Computing)分散式的協同合作模式而被提出。和雲端運算
(Cloud Computing)的集中式架構相較起來，霧運算有著低延遲以及
高效率的特性，這是因為資料的儲存與運算可以根據服務上的需求
來決定實際的處理節點。為了達成動態資源調配的功能，可程式化
的軟體定義網路(Software Defined Networking)無疑是霧聯網中最
合適的網路基礎建設。有鑑於霧運算的參考架構(Reference
Architecture)中曾多次提及網路安全上的重要性，本計畫將著重研
究霧聯網的安全通訊機制。

在本計畫中，我們會先針對霧運算的基礎建設安全性進行設計。因
為軟體定義網路是最常見的霧運算網路架構，我們將設計軟體定義
網路上的安全機制，避免系統安裝惡意的網路軟體而癱瘓整個霧運
算的網路。之後我們會集中在霧運算最常見的使用情境：物聯網。
我們會在邊緣運算主機上設計一套代理加密技術，讓感測器可以應
用基於屬性的加密系統來支援多種不同的雲端服務。另外，我們也
會在邊緣主機和感測器中間設計一套加密機制來保護感測器的身份
，這是為了避免感測器的行為會間接洩露出使用者的隱私。

中文關鍵詞： 霧聯網、軟體定義網路、惡意行為偵測、隱私保護

英 文 摘 要 ： Fog networking is a kind of network service architecture.
This is designed for supporting distributed and
collaborative operation in fog computing. Compared to cloud
computing, which is a logically centralized architecture,
fog computing supports lower latency and higher efficiency
features because fog computing enables storage and
computing services to reside on the right places based on
the real requirements. In order to support adaptive
resource allocation, SDN (Software Defined Networking) is a
suitable choice for fog networking. In terms of the
importance of secure communication fog computing reference
architecture, this project will focus on how to build a
secure fog networking.

In this project, we start from the infrastructure security
of the fog computing. Since SDN is widely adopted in the
fog computing, we design a security mechanism for
preventing the fog system loading malicious network
applications. Then, we focus on the IoT scenario since it
is the most popular usage of the fog computing. We make the
edge server play as a proxy role to introduce modern
attribute-based cryptographic technologies for devices with
limited resources. Moreover, we design a security protocol
to protect the device identity. This can avoid leaking user
information through the device behavior.

英文關鍵詞： Fog Computing, Software Defined Networking, Malicious



Behavior Detection, Privacy Preserving
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Abstract

中⽂摘要
霧聯網 (Fog Networking) 為⼀種網路服務架構，是為了因應霧運算 (Fog Computing)

分散式的協同合作模式⽽被提出。和雲端運算 (Cloud Computing) 的集中式架構相較起
來，霧運算有著低延遲以及⾼效率的特性，這是因為資料的儲存與運算可以根據服務上
的需求來決定實際的處理節點。為了達成動態資源調配的功能，可程式化的軟體定義網
路 (Software Defined Networking) 無疑是霧聯網中最合適的網路基礎建設。有鑑於霧運
算的參考架構 (Reference Architecture) 中曾多次提及網路安全上的重要性，本計畫將著
重研究霧聯網的安全通訊機制。
在本計畫中，我們會先針對霧運算的基礎建設安全性進⾏設計。因為軟體定義網路是

最常⾒的霧運算網路架構，我們將設計軟體定義網路上的安全機制，避免系統安裝惡意
的網路軟體⽽癱瘓整個霧運算的網路。之後我們會集中在霧運算最常⾒的使⽤情境：物
聯網。我們會在邊緣運算主機上設計⼀套代理加密技術，讓感測器可以應⽤基於屬性的
加密系統來⽀援多種不同的雲端服務。另外，我們也會在邊緣主機和感測器中間設計⼀
套加密機制來保護感測器的⾝份，這是為了避免感測器的⾏為會間接洩露出使⽤者的隱
私。
關鍵詞：
霧聯網、軟體定義網路、惡意⾏為偵測、隱私保護
Abstract
Fog networking is a kind of network service architecture. This is designed for sup-

porting distributed and collaborative operation in fog computing. Compared to cloud
computing, which is a logically centralized architecture, fog computing supports lower la-
tency and higher efficiency features because fog computing enables storage and computing
services to reside on the right places based on the real requirements. In order to support
adaptive resource allocation, SDN (Software Defined Networking) is a suitable choice
for fog networking. In terms of the importance of secure communication fog computing
reference architecture, this project will focus on how to build a secure fog networking.
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In this project, we start from the infrastructure security of the fog computing. Since
SDN is widely adopted in the fog computing, we design a security mechanism for prevent-
ing the fog system loading malicious network applications. Then, we focus on the IoT
scenario since it is the most popular usage of the fog computing. We make the edge server
play as a proxy role to introduce modern attribute-based cryptographic technologies for
devices with limited resources. Moreover, we design a security protocol to protect the
device identity. This can avoid leaking user information through the device behavior.

Keyword:
Fog Computing, Software Defined Networking, Malicious Behavior Detection, Privacy

Preserving
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1 MOTIVATION

1 Motivation
Fog computing, also called Edge Computing, is a concept first proposed by Cisco in 2014.
Compared to the cloud computing, fog computing is a distributed computing architecture where
there are numerous semi-powerful local servers that are between the local device and the cloud.
Since many local devices will generate voluminous raw data, it is much more efficient to provide
partial services by using computing units co-located with these devices than forwarding data
directly to the cloud server. So the latency and the bandwidth requirements are dramatically
reduced. Moreover, it is likely for the edge server to collect local raw data and pre-process them
to derive more valuable information.

In practice, lots of service providers provide the hybrid architecture. That is, they provide
the cloud computing and the fog computing at the same time, as shown in figure 1. The bottom
modes are lightweight devices, like sensors; the middle nodes are edge nodes, which are powerful
than the bottom nodes and co-located with the bottom nodes; the up nodes are cloud nodes,
which are most powerful but are far away from the field. This is the general design for the IoT
(Internet of Things) scenario.

Figure 1: A hybrid architecture

To provide a secure IoT environment which applies this architecture, in this project, we
focus on three parts. The first part is about the fog computing network infrastructure. Most
fog computing network infrastructures use SDN as their solution. So, we design a protection
mechanism to secure the SDN networking. Next, more and more cloud services provide features
through micro service APIs. So a fog computing service may need to collect multiple cloud
services to provide one local service. In this case, how to securely dispatch the local data
to multiple cloud entities is an important thing. So we make the edge node as a proxy to
provide the proxy encryption feature. Finally, we notice that the sensor behavior may leak
user information to the outsider even the sensor data are encrypted. So we apply the deniable
encryption concept to hide the device identities.

We use three subsections to introduce these three motivations in detail.

1



1.1 Infrastructure Security 1 MOTIVATION

Figure 2: An SDN malware example. The left block is the claimed function while the right
block is the actual function in process. So the victim’s packets will be dropped.

1.1 Infrastructure Security
Software Defined Networking (SDN) is a paradigm shift on network technology. The idea was
first proposed by McKeown et al. in [54]1. Unlike legacy networks where network engineers
implement protocols on network devices following well-specified standards and devices process
packets with network software on them, SDN provides a possibility that the network admin-
istrator can decide how to manage his/her networks. SDN separate the control plane and the
data plane from the network devices. The data plane is kept in the network device while the
control plane is logically centralized on a controller. So the network administrator can deploy
his/her programs on the controller and modify the network behavior.

Though the SDN architecture is attractive, it also raises another risk: what if the de-
ployed software is malicious? The network administrator may download or buy a software
module which is claimed to bring some benefits and load the module on the controller. However,
the module may include some malicious behavior. For example, the module randomly drops
targets for some target user, like presented in figure 2. Another example is that a malicious
load balance module may forward a VIP user’s traffics to a weak server instead of a strong one
to launch a QoS degrade attack. To solve this problem, we need a defense approach against
malicious SDN software2.

Software testing is a way to detect the malware. There are two kinds of testing, whitebox
testing and blackbox testing. Whitebox testing is a software testing approach that the
tester has source codes of the software. However, it is not appropriate for SDN software testing.
There are two reasons. First, though there are lots of open source SDN controller projects, like
[5, 2, 4, 6], most SDN networks are built by network device vendors and their products are
close sourced. Therefore, it is not possible for administrators in these networks to run whitebox
testing. Another reason is that most SDN controller projects apply module-based development.

1Actually, there were some earlier works about how to process network packets dynamically
according to the administrator’s programs. However, these works are not popular and practical.
In this project, for convenience, we use McKeown et al.’s OpenFlow as the SDN architecture.

2Here SDN software indicates the software module run on the SDN controller. Undoubtedly
the controller itself is also a software, but in this project, we will not discuss this issue.
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1.2 IoT Security: Multiple Service Support 1 MOTIVATION

That is, every function is implemented as a module and this module can be loaded and unloaded
dynamically. Thus, a module may be normal at first until some catalyst module is inserted.
This increases the difficulty of whitebox detection. As for the blackbox detection, the tester
only focuses on the behavior of the software under test without recognizing its source code.
To avoid risking harm to host machines, sandbox technology is often applied when blackbox
testing. Sandbox is a cybersecurity mechanism that executes a software under testing in an
isolated environment. The tester can continuously monitor the sandbox’s statuses, like CPU
and memory usage, network sockets, system registers etc., to check if the software is a malware.
In this project, we apply this idea to test SDN applications.

1.2 IoT Security: Multiple Service Support
Cyber-physical systems (CPSs), first proposed in Rajkumar et al.[62], is a concept in which
field data are monitored and collected by sensor systems and are then relayed to computer
systems. Computer systems then use computer-based algorithms to make decisions regarding
how field agents should proceed to obtain better results and pass these commands on field
agents. This architecture is also the main concept underpinning Industry 4.0[44, 72] and the
Internet of Things (IoT)[53].

Today, cloud computing provides convenient, reliable, and on-demand services and is be-
coming increasingly popular. Accordingly, the cyber component in CPS is being extended to
cloud computing to conform to the trend of the time. In 2013, National Institute of Standards
and Technology (NIST) integrated cloud computing and CPS and proposed an architecture
known as the cloud-assisted cyber-physical system (CCPS)[67]3. The associated white pa-
per[67] lists five benefits of CCPS: 1) efficient use of resources, 2) modular composition, 3)
rapid development, 4) smart adaption to the environment at every scale, 5) reliability and
resiliency.

The modular composition aspect is very important. Since it is almost impossible for one
cloud service vendor to provide every type of service, many cloud services are composed of
multiple sub-cloud systems. For example, when a user wants to choose a restaurant, he may
draw upon a number of cloud systems simultaneously to do so, including a map service, a
customer comment service and a booking service. This is also the case in CCPS. Field sensors
collect different types of data. Each CSP may require a specific subset of data for analysis,
decision-making, and the provision of its own unique service. For example, in a hospital,
there may be lots of sensors in a patient and they periodically report to different health-care
systems, like disease tracking system, patient caring system or even air conditioning system.
This facility is called a multiple CCPS or MCCPS. For this scenario, a new entity called a
broker is introduced between the field sensors and CSPs[51, 48]. The broker is responsible for
dispatching sensor data to appropriate CSPs according to their requirements or CSP properties.
Figure 3 shows a diagram of the broker architecture for the MCCPS.

To secure data communication in the MCCPS, attribute-based encryption (ABE) is an
3Actually, NIST uses the term cyber-physical cloud computing (CPCC). In this project, we

prefer to use CCPS since this term is consistent with the term CPS.

3



1.3 IoT Security: Receiver Identity Privacy 1 MOTIVATION

Broker

Field Sensors

Cloud Service Providers

Figure 3: Broker architecture for the MCCPS.

appropriate technique since sensor data are required by multiple CSPs at the same time. By
embedding the appropriate policy-checking mechanism, only CSPs that satisfy pre-defined poli-
cies are authorized to access field data. As such, data can be encrypted once and then be
forwarded to multiple possible cloud service vendors. However, most ABE schemes require in-
tensive computational resources. Considering the limited sensor capabilities, applying existing
ABE schemes to sensors may not be a good idea.

Data privacy is another important issue in the MCCPS. Since data are processed in clouds,
some entities may force clouds to release field data through some type of power enforcement.
For example, a patient may wear many biosensors to monitor his/her health status. These
biosensors forward collected data to the cloud for further analysis and health determination.
If some third party forces the cloud service vendor to release the patient’s health information,
traditional encryption schemes would not protect user privacy since CSPs handle unencrypted
data. Other than expecting the CSP to reject outside requests directly, CSPs must be provided
with a tool to prevent coercion and ensure data privacy.

In this project, we propose a privacy-preserving broker-based ABE scheme to solve these
two problems.

1.3 IoT Security: Receiver Identity Privacy
Encryption techniques are useful tools to protect data confidentiality. Generally speaking, a
sender and a receiver need to share information before they can communicate securely. For
example, in a symmetric encryption key scheme, the sender and the receiver share the same
key. For an asymmetric key encryption scheme, both the sender and the receiver share a public
system parameter and the receiver’s public key where the public key delivery may be through a
public key infrastructure. Therefore, once a ciphertext is generated, the ciphertext is committed
to a static message and a receiver. If the ciphertext is intercepted by the authority, even though

4



1.3 IoT Security: Receiver Identity Privacy 1 MOTIVATION

the authority knows nothing about the key, it may have the power to force both the sender and
the receiver to open the ciphertext.

To solve this problem, non-committing encryption [13] and deniable encryption [12] have
been proposed. These two encryptions enable users to open an existing ciphertext belonging to
the particular fake message. That is, the ciphertext will not be committed to the actual message.
Though this kind of solution solves the message secrecy under coercion issue, the receiver
identity is public in the ciphertext and may be possible to leak some important information.
Take a CP-ABE scheme as an example. The ciphertext of a CP-ABE scheme includes an
explicit access policy, so an attacker may infer from the policy to get some receiver’s sensitive
attributes even if the ciphertext cannot be successfully decrypted. For example, in a personal
health record protected by a CP-ABE scheme, the access policy may reveal sensitive information
like dentist, clinic and so on.

Some hidden CP-ABE (HCP-ABE) schemes were proposed to solve this problem [57, 42,
73, 21, 81]. These schemes make the attributes in the access policy unknown so there will be
no information leakage. The trade-off is that since no one can learn who is the target receiver
from the ciphertext directly, the user needs to run the decryption process to check if it belongs
to the target receiver group. So the overall system cost increases greatly. In this paper, we
develop another approach which is called deniable policy. The concept is motivated from
steganography[75]. That is, we do not want to make the access policy unknown. Instead, we
want to make a fake policy to cover the real policy.

Steganography is a technique to conceal a file, message, image, or video within another file,
message, image, or video, and it is also called data hiding. In steganography, two kinds of
media are integrated to conceal data; the one contains a hidden message is called the cover
media while the hidden message is called the stego media. Outsiders can only see the cover
media and are unaware of the existence of the hidden media. This technique is often applied
to digital right management services because copyright owners want to embed their signatures
into their works without being noticed. Following this concept, in this project, we ask a similar
question, is it possible to hide the real receiver identity under another cover receiver
identity in one ciphertext? That is, we wonder that is it possible to create a ciphertext
that looks like a ciphertext for some claimed receivers but is actually for another receivers.

Figure 4 presents an example of steganography. Suppose Alice wants to secretly share a file
with her friend Charles. If she simply encrypts the file and sends it to Charles, her mother,
who we use a police icon in Figure 4 to represent, may ask her to decrypt the file. Moreover,
Alice’s mother may call Charles and ask him to reveal the content. To avoid this case, Alice
can apply steganography for encrypting the file. Alice will first prepare two messages. One is
an unimportant message for Bob, and the other is an actual secret message for Charles. Alice
encrypts these two files and embeds Charles’s ciphertext into Bob’s ciphertext. Alice puts the
processed ciphertext on a public channel and asks all her friends to download the file. Only Bob
and Charles can successfully decrypt the ciphertext, but they derive different messages. When
questioned by her mother, Alice can claim the ciphertext is for Bob and reveals the message
sent to Bob. Bob can also be an honest witness because he only knows what he received.
Even if Alice’s mother believes that there is something hidden in the ciphertext, she cannot
confirm which friend of Alice is the real receiver. Note that in this scenario, Alice does not need
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Figure 4: CP-ABE with policy deniability scenario.

to initially collude with Charles since her mother cannot suspect Charles unless she suspects
everyone.

2 SandboxNet
Since SDN applications are in charge of network packet processing, the isolated environment
should be a network instead of a host. We propose SandboxNet, an emulated sandbox network
for SDN applications. We use mininet [43, 1] to setup an emulated network and periodically
check the network status and performance. However, applying mininet directly does not work
for two reasons. First, mininet uses Linux kernel network namespace to create virtual links.
A packet forwarding through a virtual link can be treated as an inter-process memory copy
action. So when the emulated topology is large, the emulated performance is downgraded very
soon. Second, though sandbox technology is widely used for malware detection, attackers may
teach their malware to stay inactive when in sandbox [71, 55]. In this way, sandbox-evading
malware will bypass detection process. To overcome these two issues, sandboxNet is improved
from mininet to support large scale network topology which is copied from a real network. So
the emulated network will be indistinguishable from the real network. We also implement a
monitoring mechanism which can trace a given target ’s network behavior and see if the SDN
application maliciously affects the target.

2.1 Related Works
In this section, we review some SDN application testing frameworks. We also describe how
mininet works and its limitation.

6



2.1 Related Works 2 SANDBOXNET

2.1.1 SDN Application Testing

There are many SDN application testing frameworks proposed in recent years. Though most
works focus on the correctness of the application behavior, we can simply treat the suspicious
action as the abnormal case and use the test framework to catch the malicious applications.
We also introduce some SDN application debugging tools here since these tools can also trace
the SDN application behaviors.

Nick McKeown et al. proposed an SDN debugging framework called ndb in [36, 37]. They
built a packet tracking system to follow packet transmission for checking if the application is
correctly developed. They also developed a breakpoint system to interrupt packet transmission
and check dynamically. Canini et al. integrated model checking and symbolic execution to
build an automating testing tool called NICE [15, 16]. This tool can check the SDN application
behavior and see if there is any violations about the application properties. Ball et al. applied
the similar idea with NICE but created their own language to described SDN applications [9].
So they can handle the case of SDN programs with infinite states by turning the model into
First-Order Logics. Yao et al. enhanced the NICE work to support the black-box testing[77].
They created a middleware between the SDN application and their state machine so they did
not need to know the source code of the application under testing. Scott et al. used a black-
box fuzz tester to test a sequence of packet inputs [64]. Durairajan et al. used fs-sdn [35] to
establish a debugging system [25]. They built an OFf proxy between the SDN controller and
fs-sdn simulator and provided many debugging tools in the OFf proxy.

Though the works described above provide lots of approaches to uncover SDN application
bugs4, they all have some limitations. First, most debugging tools focus on only one SDN
application. That is, they may ignore the interaction between SDN applications and some
malicious behaviors may be triggered by other applications instead of network events. Second,
most debugging tools take the network topology as inputs without considering the network
throughput issue. So the traffic from some host may be directed to a congested but valid path
and it is hard to be detected by existing tools. Third, all debugging tools do not consider the
sandbox-evading issue. So malicious SDN applications can disable themselves when finding
the debugging process. For example, the breakpoint based solution is not suitable since the
processing time will lease the debugging fact.

2.1.2 Mininet

Mininet [43, 1] is the most popular testing platform for SDN applications. Mininet is based on
Linux kernel containers to emulate hosts, switches and links in a network. Therefore, mininet
can run native userspace applications on each emulated host. As for the SDN switch, mininet
uses Open vSwitch [3] as the switch software. Open vSwitch is a virtual switch with production
quality and many vendors use Open vSwitch as their OpenFlow protocol implementations. So
the emulated network based on mininet is very close to the real network.

4For simplicity, we treat bugs in those works as malicious applications. In our opinion, the
difference between a bug and a malicious application is if it is intentionally programmed.
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Unfortunately, mininet cannot be used as the sandbox network directly for some reasons.
First, mininet uses Linux container technology and each program on a virtual host is directly
executed on the mininet host. However, it is difficult to make one computer run so many
programs because of resource limitation, especially when considering large scale environment.
Second, the virtual link performance in mininet is inverse proportional to the network distance.
Lantz et al. shown that with longer distance, the end-to-end bandwidth decreases seriously
[43]. This is because longer distance implies more memory copy counts and undoubtedly more
transmission time. This fact will help the attacker to learn if the network is a real network or
an emulated one and the malicious SDN APP can evade the emulated environment.

To overcome these problems, instead of generating real traffics, we modify the Open vSwitch
to support virtual traffic generation. We record the network topology and the traffic pattern
from the real network. Then we clone the network to the SandboxNet with virtual traffics.
We believe that with our SandboxNet, the emulated network is indistinguishable to the real
network.

2.2 Our Contributions
Our contributions are listed as follows:

• Large Scale Network Support. SandboxNet can emulate large scale network. Large
scale network implies lots of switches, hosts and network traffics.

• Online Detection. SandboxNet supports online detection which means the detection
system can coexist with the real network and be controlled by the same SDN controller.
This ensures the SDN application under testing is configured with the real setting. Mean-
while, the SDN controller does not need to stop its service for testing setup phase.

• Indistinguishable to Real Networks. Since SandboxNet supports large scale network
emulation, we can clone the real network into an emulated network, including traffics.
So, in the view of SDN controller, the real network and the emulated network are indis-
tinguishable.

2.3 Our Proposal: SandboxNet
Before we describe how SandboxNet works, we should list some assumptions in this work.

• Trusted SDN switches. There are some works which focus on how to find out compro-
mised SDN switches, like [61, 20, 60]. A compromised SDN switch may not follow the rule
from the SDN controller. In this work, we focus on the SDN application and we assume
all SDN switches are trusted. That is, SDN switches honestly execute configured flow
rules and the SDN controller can derive correct network information through OpenFlow
protocol.
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Figure 5: SandboxNet Architecture.

• Trusted SDN controller. As described before, our target is the SDN application. So
we assume the SDN controller which is a platform to run SDN applications is trusted.
That is, the SDN controller will honestly execute SDN applications. Moreover, we believe
that the SDN application can correctly get network information from the SDN controller.

• Malicious behaviors are only for the network. In this project, we assume the
malicious SDN application attacks the network only and will not attack other entities
like the controller or the computer runs the controller. For example, the application may
use out all system’s memory. Moreover, leaking network information from SDN malware
to outsiders is not our concern.

SandboxNet is an emulated, isolated network environment for testing SDN applications. In
order to make the emulated network indistinguishable from the real network, first we clone the
network information from the real network, including hosts, network switches, and its topology.
Then we build an emulated network in mininet with the given topology. We also add a virtual
node to serve as a gateway and data from this node will be treated as data from Internet5.
We also record the host behaviors and make emulated hosts generate traffics. We describe
traffic generation detail in section later. The architecture is shown in Fig. 5. Note that the real
network and the emulated network are both controlled by the same controller at the same time.
So the controller configurations for the real network and the emulated network are definitely
the same. For the controller, it controls two isolated and similar networks. Besides, since the
emulated network is directly connected to the real controller, all testing cases can be run online.

We call the emulated network background, which is the testing condition. Since the
testing condition is cloned from the real network, it should be indistinguishable with the real
network. The background information is used for the SDN application to do decisions. Then
the administrator can add some test traffic to test the SDN application. The test traffic may
include host emulation or service flow emulation. For example, a network manager wants
to deploy a new SDN application on his/her network. The administrator directly load the
application on the controller. Then the administrator can add a virtual host as a VIP user

5Of course, there may be multiple gateways

9



2.3 Our Proposal: SandboxNet 2 SANDBOXNET

Figure 6: Artificial cheating traffic generation.

and start a new service. The administrator monitors this emulated network and see if the
network status violates pre-defined criteria. If yes, the monitor system will send an alarm
to the administrator and the administrator can remove the application. Otherwise, the SDN
application is treated as trusted. Note that the host and the traffic flow in the background can
be moved out the background and be under testing. For example, a emulated host can break
a connected transaction and reconnect the transaction for monitoring. In the meanwhile, the
tested emulated hosts and flows can be added to the background.

Undoubtedly, this testing operation needs the SDN application to be loaded first. Some
may doubt that the malicious SDN application may attack the network before we catch it.
This is true. However, we believe this is unavoidable. SDN is a kind of event-triggered system.
Without events, in most cases the applications will not work at all. To ease this problem,
we can emulate important users first in SandboxNet before they enter the real network to
reduce damage. Besides, since this is an online detection system, the testing procedure can run
continuously and parallel with the real network. So we can test any host or any traffic at any
time.

Unfortunately, mininet cannot support large scale network emulation. This will be a key
point for malware to check if the controlled network is a real network or not. To solve this
problem, we back to a simple question: how the SDN controller gets the information of all
traffic flows?

In OpenFlow specification [68], the SDN switch uses counter to record the status of each
flow. The SDN controller uses the OpenFlow protocol to derive the counter information of
each flow, table and port. So we can cheat the SDN controller by replying artificial values.
The design is shown in Fig. 6. The traffic generator module generates counter value of each
flows according to the administrator requirement, like constant bit rate or Poisson traffic, and
answer the request from the SDN controller directly. In this design, there is no real packet
between virtual switches and therefore it is possible to generate traffics with high throughput.
The traffic generator module controls all SDN switches in the emulated network at the same
time. The traffic generation module’s work is described in Algorithm 1.

Note that there is some kinds of counter that cannot be generator. For example, a flow may

10



2.4 Suspicious Behavior Detection Criteria 2 SANDBOXNET

Algorithm 1 Traffic Counter Generation.
Require: The set of emulated traffic flows, F = {F1, . . . , Fn}. For a flow Fi, there is a set of

OpenFlow rules Ri that Fi matches and follows and a distribution function Di(t), where t

is the time interval. Each OpenFlow rule r has its own counter information c.
Ensure: The counter of each OpenFlow rule in the network.
1: for each Fi ∈ F do
2: for each r ∈ Ri do
3: r.c+ = Di(t).
4: end for
5: end forreturn En;

ask the SDN switch to forward packets with some pattern to the controller. In this case, using
artificial counters to cheat the SDN controller is nonsense since the controller can absolutely
knowhow many packets it processes. Therefore, for this kind of Packet_In flows, we leave the
openvswitch to derive counter information though normal APIs instead of our traffic generation
module. Though the Packet_In flow traffic cannot be generated, we believe that this should be
fine in the real use. The reason is that the Packet_In event often happens at the initialization
phase and most packets in this phase are control packets only which cost almost nothing in
bandwidth. Even the network scale is large, mininet can still afford this task.

In this work, we implement some network service initialization tools, like TCP syn, UDP
packet, HTTP Get and so on. We use these tools to trigger a network service. We also
implement related response tools on one host for serving as a gateway or a router to another
networks. Note that these tools are only sending the first packets in their protocols to trigger
the works of the SDN applications. Once the SDN application setup related packet handling
rules on the network switches, we use the traffic generator to modify the flow counter and give
a traffic illusion to the SDN controller. For example, if we want to emulate a host watching
Youtube, we only send one TCP syn packet and then use constant bit rate to add counters.
Some may doubt that even the Youtube video is transmitted in a constant rate, there are
other control messages like TLS negotiation6. Here we skip these packets and simply add an
offset on each counter since most SDN controller monitor applications work periodically and
TLS connection time is often short enough in one monitoring interval. If the SDN application
requires more packets to the controller, we will use other trigger program which implements
more steps in the service setup. The overall process is shown in Fig. 7.

2.4 Suspicious Behavior Detection Criteria
In SandboxNet, the monitor system will focus on a given host or a given traffic flow and see
if there is any violation to pre-defined criteria. If the new generated flow rules violate these

6Youtube video is transmission through HTTPs.
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Figure 7: TCP Emulated Flow Setup.

criteria, the monitor system will send an alarm to the administrator. The criteria we use to
check the SDN applications:

1. The host cannot reach the destination. The pass condition is to check if the packet
can be correctly forwarded to the destination. The looped path also falls into this criteria.

2. The path is unconsciously duplicated. The pass condition is to check if a packet is
duplicated to unwanted places.

3. The traffic is directed to an unreasonable path. If there are multiple candidate
paths between the source and the destination7 and the traffic loads are not even dis-
tributed, the monitor system will raise an alarm to the administrator since the network
is not fully utilized.

We use libpcap to implement a receiver agent for every emulated host to check the for-
warded packets.

Note that new criteria can be added to this list and this is our future work. Of course,
sometimes we may program the network with abnormal configurations. So we just raise an
alarm to the administrator and let the administrator to decide if this is a normal case or not.

2.5 Evaluation
The experiments are run on a virtual machine with 2 cores CPU and 4G RAM. The host
computer is equipped with INTEL i7-9700K CPU and 64G RAM.

We evaluate the required CPU resource of SandboxNet. We compare SandboxNet with
pure mininet in a chain topology with 100 switches. We attach one virtual host at one end
and two hosts at the other end. The testing topology is shown in Fig. 8. We make two hosts
generate traffics to the host at the other end independently. In the mininet case, we use iperf

7There may be multiple possible destinations. For example, the load balance service will
dispatch the network load into different servers.
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Figure 8: Testing topology for computational cost comparison.

(a) Mininet with One
Host Traffic.

(b) Mininet with Two
Hosts Traffics.

(c) SandboxNet with
One Host Traffic.

(d) SandboxNet with
Two Hosts Traffics.

Figure 9: Computational Cost between Mininet and SandboxNet.

to generate traffics. In the SanboxNet case, we use our approach to cheat the SDN controller.
For simplicity, we use constant bit rate as the generated traffic model. Besides, we make the
bit rate in SandboxNet similar to the value we measure in the mininet case. The comparison
result is shown in Fig. 9. Since it is hard to isolate each process’s CPU resource cost, here the
CPU usage is measured at the overall system level8.

From the mininet result, we can see that iperf takes lots of CPU resource. With two iperf
processes can use out the system’s CPU resource. More emulated iperf processes implies each
iperf can take less CPU resource and this will restrict iperf’s performance. So it is not suitable
for mininet to emulate a large network with lots of services. As for the SandboxNet, we can
see the CPU usage is much lower than the mininet case. Note that this is overall system CPU
usage, including irrelevant processes like Desktop Environment. The average CPU usage after
mininet environment setup is around 7%. So SandboxNet can support real network simulation
and therefore can cheat the SDN controller that this is a ”real” network.

Then, we focus on the malicious behavior.
Forwarding issue is a problem that the rules for a network flow given by the SDN controller

cannot forward the flow packets correctly. For example, packets from some victim host may
be dropped at some switch. Another example is that packets from some victim host may be
duplicated to other irrelevant hosts.

To catch this issue, first, we prepare a sensitive user list and a sensitive network service list.
SandboxNet will focus on these hosts and network services. Then we clone the real network
into an emulated network in SandboxNet. The network cloning includes the virtual traffic
generation. We randomly pick a host from the user list and trigger a network service from
the service list. We check if the receiver can correctly get the packets. When the network

8We use the command vmstate to record the CPU usage.
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Figure 10: Malicious Path Selection.

service is at the outside of the network, the emulated gateway plays the role of the receiver and
runs relative network services. If the receiver cannot get the packet, the SDN applications are
suspicious. In the meantime, we also enable the packet capture process on each virtual host
other than the receiver. We check if other hosts can get the sensitive users’ packets. If yes,
there may be a duplication issue.

Generally speaking, when we want to prioritize some network traffic, the most common
way to add a tag to the flow, like the VLAN tag or the DSCP field. Then the flow packet
will be processed in the high priority queue. Consider the following case. If there is an SDN
application that concentrates all VIP flows in a path with low link rate while other unimportant
flows use another path with high link rate. In this case, though the packets with higher priority
are correctly tagged, the network QoS performance for VIP users will be poor. Fig. 10 is an
example of this attack scenario.

To find this kind of attacks, again we first construct an emulated network environment.
Again we focus on the sensitive users and their sensitive network services. For each sensitive
flow, according to the network topology, we find all possible paths between the flow source
and destination. We record all paths’ information, like their link rates and on-going through-
put. If the SDN application determine a path that will cause an unbalanced network result,
SandSandboxNet will raise an alarm to the network administrator.

3 Privacy-Preserving Broker-ABE Scheme
We propose a privacy-preserving broker-based ABE scheme in which the policy generation role
is moved from the sender, which is the field sensor in this scenario, to the broker. The reason
for this is that the broker is typically more powerful than the sensor. As for the data privacy
issue, we use a deniable encryption property to protect CSPs from being coerced. When being
coerced by outside forces, CSPs can release fake data that include persuasive evidence, and the
outside forces cannot reject claims from the CSPs since the claims are indistinguishable from
those of real data. Thus the real data are kept safe from coercion.

3.1 Our Contributions
• Broker-based ABE. Most ABE schemes consider only the sender and receiver. In

a ciphertext-policy ABE (CP-ABE) scheme, the sender must embed a policy-checking
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mechanism in the ciphertext generation process. Generally speaking, the computational
cost of this process depends on the number of attributes included. When more attributes
are taken into account, more computation power is required in the encryption process.
That is, when applying CP-ABE in the MCCPS scenario, many attributes are required
and the field sensor may not have sufficient resources to encrypt the collected data.
To solve this problem, in this scheme, the broker assumes the policy embedding task.
The sensor encrypts the collected data without considering the required policy. The
semi-finished ciphertext, which as yet remains confidential, is forwarded to the broker.
The broker then processes the received ciphertext and re-encrypts the ciphertext into a
new version which requires policy checking upon decryption. As such, the encryption step,
which requires the most computational power, is moved from the sensor to the broker.
Therefore, the broker-based ABE is more suitable for the MCCPS scenario.

• Arbitrary Policy Support without Dedicated Keys. The broker-based ABE is
a variant of the proxy-ABE, where the broker role is similar to that of a proxy.This
intermediary step transforms the given ciphertext into a new ciphertext. The proxy-ABE
requires a re-encryption key, which is often bundled with the new policy. However, this is
not practical in the MCCPS scenario since there are many different types of sensors, many
CSPs, and having an re-encrypt key for each combination would be almost impossible.
Besides, as described above, the sensor cannot complete the policy embedding task due to
its limited computational resources. So, the broker does not transform the ciphertext from
one policy into another, but rather adds a policy-checking step to an existing ciphertext.
Moreover, without transformation by the broker, CSPs cannot decrypt these messages
from the sensors. This ensures that a message from a field sensor must pass through the
broker and have had the policy-checking step appended before being received by the CSP.
Thirdly, although the broker is an intermediate entity that participates in the encryption
process, it is not allowed to see the data from field sensors. This arrangement is known
as a semi-trusted broker.
In this work, to achieve this feature, we use a composite order group, which can be divided
into two subgroups. The sender, which is a sensor in this scenario, encrypts a message
in the composite order group. The broker and the CSP have keys for different respective
subgroups. When receiving a ciphertext, the broker first removes the secret key for the
particular subgroup. Then, the broker applies the attribute encryption mechanism to the
other subgroup and forward the new ciphertext to the CSP. Note that no re-encryption
key is required when embedding policies. The broker only takes public information to
embed the access structure into the ciphertext. Since the CSP has the key of the subgroup,
the CSP can correctly decipher the message.

• Lightweight and Blockwise Deniable ABE. Deniable encryption is an encryption
scheme in which the sender and receiver can persuade others that a given ciphertext is
from a fake rather than a real message. Most deniable encryption schemes are bitwise en-
cryption schemes that encrypt only one bit at a time. Undoubtedly, a bitwise encryption
can support any kind of message by repeating the encryption process many times. How-
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ever, in practice, this is not efficient especially, when considering the MCCPS scenario,
since the sensor cannot support this approach due to its resource limitations.
Following the concept proposed by Chi et al.[19], in this work, we constructed a blockwise
deniable encryption scheme for the MCCPS scenario. The sensor can easily generate
two messages, one using real data and the other fake data, and prepare two convincing
evidences respectively. The evidence is taken from a chameleon hash function, for
which the collision derivation is very lightweight, so the overall computation required by
the sensor is much less than that required in other deniable encryption schemes.
Note that in this MCCPS scenario, we focus only on the sensor and CSP in providing
the deniability feature, without considering the broker. The reason for this is that the
broker cannot see the content of the ciphertext, and can therefore make no claims about
the content.

• Multiple Brokers Support. In the MCCPS scenario, there are many different cloud
services that may be shared by sensors from different fields. That is, one cloud ser-
vice must simultaneously support multiple brokers and the sensors that are under these
brokers. It is a trivial matter that each broker and CSP share one unique encryption en-
vironment, which is usually the public key. However, this will increase the management
complexity since many brokers and multiple public keys are required.
In this work, we separate public information into two parts. The first part comprises
system-wise public information and the second broker-wise public information. Broker-
wise public information is only shared by one broker and the sensors that are under this
particular broker. The CSP needs only the system-wise public information. This is an
advantage that will decrease the public key management burden on the CSP.

3.2 Related Works
3.2.1 Previous Works on Attribute-based Encryption

ABE is an encryption system in which only those who satisfy some specific conditions can
successfully decrypt the ciphered data. This ABE concept was first introduced by Sahai and
Waters[63]9. There are two types of ABE, Key-Policy ABE (KP-ABE) and Cipher-Policy ABE
(CP-ABE). Their difference lies in where the policy-checking step occurs. KP-ABE embeds
the decryption policy in the key generation process, whereas CP-ABE embeds the policy in the
encryption process. Goyal et al. proposed the first KP-ABE construction[33] and Bethencourt
et al. proposed the first CP-ABE[11]. Both these schemes support monotonic formula policy
checking. In this paper, we focus only on CP-ABE schemes because CP-ABE enables the
sender to decide who is allowed to see the content. The MCCPS scenario implies that the
broker can decide which cloud services should be launched and that the policy can be modified

9Although identity-based encryption (IBE) is also a type of ABE and was first proposed in
Boneh et al. [65], here we only focus on ABE review and do not consider IBE schemes.
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by the broker. As such, we only review CP-ABE related techniques. Waters proposed the first
fully expressive CP-ABE based on Linear Secret Sharing Schemes (LSSS)[74]. In this paper,
we use Water’s CP-ABE as the base scheme and enhance it to a privacy-preserving broker-
ABE. Lewko et al.[46] improved the Waters scheme[74] to a fully secure CP-ABE, albeit with
some efficiency loss. Attrapadung et al.[7] constructed a CP-ABE that supports a constant-
size ciphertext. Tysowski et al.[70] designed their CP-ABE scheme to support dynamic key
management for mobile users.

There is a variant ABE called proxy-ABE, which is a concept for importing a new entity
called a proxy that can re-encrypt ciphertexts. When the sender encrypts data for some group,
the proxy can transform the ciphertext from one receiver group to another. In the re-encryption
process, the proxy is not allowed to decrypt the ciphertext. In this paper, since the broker is at
the same logical location as the proxy and also performs the re-encryption process, we review
some proxy-ABE studies. Luo et al.[52] first proposed ciphertext-policy attribute-based proxy
re-encryption (CP-AB-PRE), which allows a proxy to change the receiver group from one to
another. However, their scheme only supports the AND-gate operation. Li[47] enhanced Luo
et al. scheme[52] by using a matrix access structure. Liang et al. built a secure proxy-ABE in
the chosen-ciphertext model [49]. Chandar et al.[17] used proxy to re-encrypt ciphertexts for
removing the access right of revoked users. Touati et al.[69] studied the issue of private key
updating in a CP-AB-PRE scheme.

Some researchers also focus on how to apply ABE on the IoT environment. They often used
the Fog/Edge nodes as the intermediate layer and implement mechanisms on them. Jiang et
al. focused on the key-delegation abuse problem and solved this problem with a traitor [40].
Zuo et al. developed ABE with outsourced decryption for the fog computing [82].

In this paper, we propose an ABE scheme called broker-based ABE. We outsource partial
encryption works to the entity called broker. Although the broker ABE is a kind of proxy-ABE,
it is actually more than that. The broker-ABE is an idea that integrates secret-sharing and
proxy re-encryption, whereby the sender encrypts a message using the secret shared by the
broker and CSP. So, neither the broker nor the CSP can decrypt the ciphertext individually.
For re-encryption, the broker can add a policy-checking mechanism to ciphertexts to verify the
CSPs’ attributes.

3.2.2 Previous Works on Deniable Encryption

The idea of DE was first proposed by Canetti et al. [12]. Like other encryption schemes,
DE provides semantic security to protect encrypted data. In addition, DE allows the sender
and/or receiver to persuade outside coercers that the given ciphertexts have been encrypted
from fake messages. A number of DE techniques have been proposed. Since ABE is a public
key encryption systems, here we only review some deniable public key encryption works. In
the scheme proposed by Canetti et al.[12], the authors used a translucent set to provide fake
messages with convincing evidence. A translucent set is one that contains a trapdoor subset.
It is easy to choose a random element from the universal set or the subset, but it is difficult to
determine if a given element belongs to the subset without the use of the trapdoor. If a sender
wants to encrypt one bit 0, the sender sends an element not contained in the subset. To encrypt

17



3.3 The Scheme Definition 3 PRIVACY-PRESERVING BROKER-ABE SCHEME

one bit 1, the sender sends an element that is contained in the subset. When being coerced, the
sender simply claims a bit from 1 to 0 by claiming the random element from the universal set
that lies in the subset coincidentally. Although this is a sender-deniable scheme, Canetti et al.
proved that this scheme can be extended to a bi-deniable scheme through an interactive model.
Following this idea, Durmuth et al.[26] used samplable encryption to build a translucent set.
O’Neill et al.[59] constructed a bi-translucent set based on a lattice. So, without using an
interactive model, this scheme can provide both sender and receiver deniability, which is called
bi-deniability.

Apart from translucent-based schemes, other techniques are used to build DE schemes. O’
Neill et al.[59] made use of a simulatable public key system and used the voting approach to
provide deniability. Gasti et al.[32] proposed a DE scheme that creates a secret key pair between
the sender and receiver. Chi et al.[19] proposed a DE scheme based on composite order groups
and used chameleon hash functions to make fake data convincing.

In our proposed scheme, we use a DE scheme to protect the user data privacy in CSPs. When
being forced to release field data, CSPs can provide false data to outside coercers, with evidence
in the existing ciphertexts. Note that there are three types of DE schemes: sender-deniable
encryption, receiver-deniable encryption and bi-deniable encryption. The names specify the
entity that can generate fake evidence. In the MCCPS scenario, since senders are usually sensors
with limited resources and cannot store data for very long, this paper focuses on a receiver-DE
scheme to protect the data privacy of data stored in CSPs. The broker is not allowed to see
the content of ciphertexts and therefore cannot participate in the coercion process.

3.3 The Scheme Definition
The privacy-preserving broker-ABE scheme includes three roles, the sender, the broker and
the receiver. A sender, which is usually a sensor in the MCCPS scenario, is in charge of
data encryption and forwarding ciphertexts to a broker. The broker re-encrypts the received
ciphertexts by embedding policies according to the sender’s identity. Then the broker sends
the ciphertexts to all possible receivers, which are CSPs in the MCCPS. If a CSP’s attributes
satisfy the policy setup by the broker, the CSP can successfully decrypt the ciphertexts and
process the data collected by senders. This procedure is illustrated in Figure 11.

When an outsider wants to obtain field data from a CSP, the outsider may intercept all
encrypted data and then use any kind of force to request that the CSP releases the decryption
key. To protect data privacy, this scheme enables a CPS to answer coercion with a fake key. The
scheme includes two sets of algorithms. One is the normal set and the other is the deniable set.
The keys and ciphertexts generated from these two sets are computationally indistinguishable.
Although the whole system claims to use the normal set, the system actually uses the deniable
set and outsiders cannot challenge the claim. So the outputs from corresponding algorithms
must be computational indistinguishable or the claim fails.

There are four roles in the proposed scheme, a trusted key server, a CSP which has its own
attributes, a broker which collects data from sensors and forwards to CSPs, and a sensor. For
each algorithm, we use Table 1 to point out which entity should run it.

The algorithms of the privacy-preserving broker-ABE scheme are described below:
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Sender Broker

CSP 01 CSP 02

Collect Data

Encrypt

Re-Encrypt

(Add Policies)

Check Policies

in Decryption

Check Policies

in Decryption

Figure 11: Sender, broker and receiver in the MCCPS.

Table 1: List all entities with their own algorithms.

Role Algorithms
Trusted
Key Server

Setup, SetupB, Key-
Gen1, KeyGen2,
DenSetup, DenKey-
Gen2

CSP Dec, OpenDec,
DenOpenDec

Broker Enc2

Sensor Enc1, DenEnc1

1. Setup(1λ) → (PP,MSK): This algorithm takes security parameter λ as input and
returns public parameter PP and system master key MSK.

2. SetupB(PP,MSK, IDB) → (PPB,MSKB): This algorithm takes the broker ID and
system-wise information as input and outputs broker-wise public parameter PPB and
broker-wise master key MSKB. Note that this information is only for the broker and the
sensors under that broker. This algorithm enables the whole system to simultaneously
support multiple brokers.

3. KeyGen1(MSKB) → SK1: This algorithm takes MSKB as input and returns SK1 for
the broker.

4. KeyGen2(MSK,S) → SK2: Given an attribute set S of a CSP and MSK, this algo-
rithm outputs private key SK for the CSP.

19



3.3 The Scheme Definition 3 PRIVACY-PRESERVING BROKER-ABE SCHEME

5. Enc1(PPB,M) → C: The phase 1 encryption is performed in the sender. Given the
message M and PPB, the sender can output a ciphertext C that will be delivered to the
broker.

6. Enc2(PP,C, SK1, A) → C∗: The phase 2 encryption is performed in the broker. Given
the ciphertext C, PP and LSSS access structure A, the broker can re-encrypt C to a new
ciphertext C∗.

7. Dec(PP, SK2, C
∗)→ {M,⊥}: The decryption is performed in the CSP. If S satisfies A,

the decryption algorithm returns M ; otherwise, ⊥.

8. OpenDec(PP, SK2, C
∗,M)→ PD: The algorithm is used to release evidence for proving

that C∗ is the encryption result from M .

9. DenSetup(1λ) → (PP,MSK,PK): This is the deniable version of Setup algorithm.
Except for PP and MSK, the algorithm also generates the system public information
PK. PK is known by all sensors and CSPs, and is kept secret from outsiders. Note that
the broker is not in charge of the deniable part so PK is also kept secret from the broker.

10. DenKeyGen2(MSK,PK, S) → (SK2, SK
′
2): This is the deniable version of KeyGen

algorithm. Except for SK, the algorithm also returns a fake key FK, which is used later
to generate fake proof.

11. DenEnc1(PPB, PK,M,M ′, A) → C ′: Except for the inputs of the normal encryption
algorithm, this deniable encryption algorithm requires public key PK and a pre-defined
fake message M ′ . The output ciphertext C ′ must be indistinguishable from the output
of Enc.

12. DenOpenDec(PP, SK, SK ′
2, C

∗,M ′) → P ′
D: Compared to the normal version algo-

rithm, the algorithm takes additional inputs FK and M ′. The output is evidence that
C∗ is from M ′ instead of M .

Note that the broker cannot see the message in plaintext form so will not participate in
the open process. Therefore there is no DenEnc2 and DenKeyGen1. Because of the storage
constraint issue, the sensor stores no historical data and the deniability is only designed for the
CSP. For this reason, there are no OpenEnc and DenOpenEnc algorithms.

The following properties are required in the proposed scheme:

1. Security: The outputs of Enc1 and Enc2 must be proved to be confidential under the
security model, which is described later. The first protects the segment between the
sensor and the broker, whereas the latter protects the segment between the broker and
the CSP. The security of Enc1 also maintains secrecy from the broker. Note that here
we do not mention the security of DenEnc1 because the outputs of Enc1 and DenEnc1

must be indistinguishable. If one is secure and the other is not, this will make these
two algorithms distinguishable. So, here, the indistinguishability proof also implies the
security proof.
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2. Deniability: The proposed scheme is a receiver-DE scheme. That is, given public pa-
rameter PP , the two distribution tuples (M,C, PD) and (M ′, C ′, P ′

D) are computationally
indistinguishable, where M,M ′ are claimed messages, C,C ′ are normally and deniably
encrypted ciphertexts, respectively, and PD, P

′
D are proofs generated from the normal and

deniable open algorithms, respectively. That is, there is no PPT algorithm A for which

AdvA :=

∣∣∣∣ P [A(PP, (M,C, PD)) = 1]
− P [A(PP, (M ′, C ′, P ′

D)) = 1]

∣∣∣∣
is non-negligible. Note that the deniably encrypted ciphertexts are the outputs of Enc2

since no entity should be able to decrypt the outputs of Enc1 or DenEnc1. Deniability in
the sensor is not considered since it makes no sense for a sensor to provide lots of storage
for evidence.

3. Deniable Proof Consistency: In the MCCPS scenario, a cloud service may be used by
many sensors. Some sensors may use the privacy-preserving encryption scheme and some
may not. When releasing a deniable proof of a CSP, the proof should look convincing
not only to the sensor that uses the DE algorithms, but also to the sensor that uses the
normal encryption algorithms. That is, given a set of ciphertexts C, including normally
encrypted ciphertexts and deniably encrypted ciphertexts, normal proof PD and deniable
proof P ′

D, there is no PPT algorithm A for which

AdvA := |P [A(C, PD) = 1]− P [A(C, P ′
D) = 1]|

is non-negligible.

3.4 Our Construction
The proposed scheme, which is based on Waters’s scheme[74], is as follows.

1. Setup(1λ) → (PP,MSK): This algorithm generates a bilinear group G of order N =
p1p2p3, where p1, p2, p3 are distinct primes with the bilinear map function e : G×G→ GT .
Note that GT is also order N . G can be separated into three orthogonal subgroups
Gp1 ,Gp2 ,Gp3 . This algorithm picks three generators g1, g2, g3 for Gp1 ,Gp2 ,Gp3 respec-
tively. The algorithm also randomly picks a, β ∈ ZN and α1 ∈ Zp1 and chooses a hash
function H1 : {0, 1}∗ → Gp1 . The output will be:

PP = {G, e,H1, g1, g2, g
a
1 , e(g1, g1)

α1 , e(g1, g1)
β},

MSK = {α1, β}.

2. SetupB(PP,MSK, IDB) → (PPB,MSKB): Taking PP and MSK as inputs, the al-
gorithm generates a new public information and a new master key in a broker domain.
IDB is the broker identity and acts an index for recording the secret of a broker. The
algorithm first randomly picks α2 ∈ Zp2 . The output will be:
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PPB = {G, e,H1, g1, g2, g
a
1 , e(g1, g1)

β,
e(g1, g1)

α1 , e(g2, g2)
α2},

MSKB = {α1, α2, β}.

3. KeyGen1(MSKB)→ SK1: The algorithm generates SK1 for the broker as follows:

SK1 = {gα2
2 }.

4. KeyGen2(MSK,S) → SK2: The algorithm generates SK2 for the CSP based on its
attributes S. It chooses t ∈ ZN randomly and outputs private key SK2 as follows:

SK2 = {gα1
1 , gβ+at

1 , gt1, {H1(x)
t}∀x∈S}

= {K,K∗, L, {Kx}∀x∈S}.

Note that, in this system, each CSP will share the same K.

5. Enc1(PPB,M) → C: Given message M , the algorithm randomly picks s ∈ ZN . Then,
the algorithm sets up a one-way hash function H. Note that hash function H can be
any kind of one-way function, including pseudo random permutation functions. Next,
the algorithm flips two coins b0, b1 and selects two random strings t0, t1. The output
ciphertext C will be:

C = {A0, A1, B,H, t0, t1, V },
where,

Ab0 = M · e(g1, g1)α1se(g2, g2)
α2s,

A1−b0
R←− GT ,

B = (g1g2)
s,

V = H(M, tb1)
̸= H(A1−b0 · e(g1, g1)−α1se(g2, g2)

−α2s,
t1−b1).

6. Enc2(PP,C, SK1,A)→ C∗: Given a ciphertext C and an LSSS access structure A, the
algorithm first removes the Gp2 part in A0 and A1 as follows:

A′
b = Ab · e(B, gα2

2 )−1 = M · e(g1, g1)α1s,∀b = {0, 1}.

Let A = (M, ρ) whereM is a l×n matrix and ρ is a mapping function from {1, . . . , l} to
the attribute field. The algorithm randomly generates two vectors −→v = (s∗, y2, . . . , yn) ∈
Zn

N and −→r = (r1, . . . , rl) ∈ Zl
N . Then it calculates λi = −→vMi,∀i ∈ {1, . . . , l}. The

output ciphertext C ′ will be as follows:

C∗ = { A∗
0, A

∗
1, B,B∗, (C1, D1), . . . , (Cl, Dl),

H, t0, t1, V },
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where
A∗

b = A′
b · e(g1, g1)βs

∗
,∀b ∈ {0, 1},

B∗ = gs
∗

1 ,

Ci = gaλi
1 H1(ρ(i))

−ri , Di = gri1 , i = 1 . . . l,

B,H, t0, t1, V are directly derived from C and are not changed. A is also appended to
C∗.

7. Dec(PP, SK2, C
∗) → {M,⊥}: To decrypt ciphertext C∗ for access structure A, the

algorithm first checks if attribute set S of SK2 satisfies A. Suppose S satisfies A and let
I ⊂ {1, 2, . . . , l} be defined as I = {i : ρ(i) ∈ S}. The algorithm is able to find a set
of constants {w ∈ ZN} such that

∑
i∈I wiλi = s∗. This algorithm computes M0,M1 as

follows:

Mb = A∗
b ·

∏
i∈I(e(Ci, L)e(Di, Kρ(i)))

wi

e(B,K)e(B∗, K∗)
, ∀b ∈ {0, 1}.

The algorithm then checks tag V as follows:

vi,j = H(Mi, tj),∀i, j ∈ {0, 1}.

If vi,j is equal to V , then Mi is a true message. Otherwise, this algorithm returns ⊥.

8. OpenDec(PP, SK2, C
∗,M) → SK2: To show that C∗ is encrypted from M , the algo-

rithm simply returns SK2.

9. DenSetup(1λ) → (PP,MSK,PK): (PP,MSK) tuple is generated as Setup. The
algorithm also randomly picks α3 ∈ Zp3 . PK is generated as follows:

PK = {g3, e(g3, g3)α3}.

Note that PK is kept secret from outsiders, including the broker, since it does not par-
ticipate in the deniable encryption process. For the same reason, there is no DenSetupB

algorithm.

10. DenKeyGen2(MSK,PK, S)→ (SK2, SK
′
2): SK2 is derived from KeyGen and is gen-

erated as follows:

SK ′
2 = {gα1

1 gα3
3 , gβ+at

1 , gt1, {H1(x)
t}∀x∈S}

= {K ′, K∗, L, {Kx}∀x∈S}.

11. DenEnc1(PP, PK,M,M ′) → C: The algorithm needs one more input M ′ which is the
pre-determined fake message10. This algorithm first runs Enc and gets λi,∀i ∈ {1, . . . , l}

10That is, a fake message is given by users. If the fake message is obviously far from the
normal message, it is the user’s responsibility rather than that of the proposed scheme.
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and b0, b1. Next, this algorithm sets up a chameleon hash function CH(·, ·). The output
deniable ciphertext C will be:

C ′ = {A0, A1, B, CH, t0, t1, V },
where,

Ab0 = M · e(g1, g1)α1se(g2, g2)
α2s,

A1−b0 = M ′ · e(g1, g1)α1se(g2, g2)
α2se(g3, g3)

α3s,
B = (g1g2g3)

s,
V = CH(M, tb1) = CH(M ′, t1−b1).

Since a chameleon hash function is a trapdoor pseudo-random permutation function, it
is easy to find tb1 , t1−b1 to generate a collision, which implies that M and M ′ can both be
valid in decryption.

12. DenOpenDec(PP, SK ′
2, FK,C∗,M ′) → SK ′

2: To show that C∗ is encrypted from the
fake message M ′, the algorithm simply returns SK ′

2.

In this construction, the sensor is in charge of Enc1 and the broker is in charge of Enc2

for embedding policy re-encryption. There is no deniable encryption feature for Enc2 since the
broker knows nothing about the message, which makes it impossible for the broker to create
fake messages. There is only one decryption algorithm because outsiders may run Dec with
keys derived from CSPs to verify message contents. Note that with the correct key, no matter
which encryption algorithm is used, the CSP can always get the correct message. With respect
to the fake key, the outsider will get fake messages if they are deniably encrypted. However, if
a message is normally encrypted, the real message can also be derived via the fake key.

3.5 Correctness
In this subsection, we check the correctness of this construction. Since only the receiver can
correctly decrypt the ciphertext, the correction check is only invoked for ciphertext C and SK2.
Below, we present four scenarios and their corresponding checks.

1. When using the normal key SK2 to decrypt a normally encrypted ciphertext C, the
decryption process will be as follows:∏

i∈I(e(Ci, L)e(Di, Kρ(i)))
wi

e(B,K)e(B∗, K∗)

=

∏
i∈I(e(g

aλi
1 , gt1))

wi

e((g1g2)s, g
α1
1 )e(gs

∗
1 , gβ+at

1 )

=
e(g1, g1)

at
∏

i∈I λiwi

e(g1, g1)sα1+s∗(β+at)

= e(g1, g1)
−α1s−βs∗ .

With the hash function H and V , the receiver can correctly get message M .
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2. When using the normal key SK2 to decrypt a deniably encrypted ciphertext C, the
decryption process will be as follows:∏

i∈I(e(Ci, L)e(Di, Kρ(i)))
wi

e(B,K)e(B∗, K∗)

=

∏
i∈I(e(g

aλi
1 , gt1))

wi

e((g1g2g3)s, g
α1
1 )e(gs

∗
1 , gβ+at

1 )

=
e(g1, g1)

at
∏

i∈I λiwi

e(g1, g1)sα1+s∗(β+at)

= e(g1, g1)
−α1s−βs∗ .

With the chameleon hash function CH and V , the receiver can correctly get message M .

3. When using the deniable key SK ′
2 to decrypt a deniably encrypted ciphertext C, the

decryption process will be as follows:∏
i∈I(e(Ci, L)e(Di, Kρ(i)))

wi

e(B,K ′)e(B∗, K∗)

=

∏
i∈I(e(g

aλi
1 , gt1))

wi

e((g1g2g3)s, g
α1
1 gα3

3 )e(gs
∗

1 , gβ+at
1 )

=
e(g1, g1)

at
∏

i∈I λiwi

e(g1, g1)sα1+s∗(β+at)e(g3, g3)α3s

= e(g1, g1)
−α1s−βs∗e(g3, g3)

−α3s.

With the chameleon hash function CH and V , the receiver can correctly get message M ′

rather than the real message M .

4. When using the deniable key SK ′
2 to decrypt a normally encrypted ciphertext C, the

decryption process will be as follows:∏
i∈I(e(Ci, L)e(Di, Kρ(i)))

wi

e(B,K ′)e(B∗, K∗)

=

∏
i∈I(e(g

aλi
1 , gt1))

wi

e((g1g2)s, g
α1
1 gα3

3 )e(gs
∗

1 , gβ+at
1 )

=
e(g1, g1)

at
∏

i∈I λiwi

e(g1, g1)sα1+s∗(β+at)

= e(g1, g1)
−α1s−βs∗ .

With the hash function H and V , the receiver can correctly get message M .

Based on the above checking process, this scheme has two important properties. First, if a
CSP uses the normal key, whether the sensor normally or deniably encrypts the data, the CSP
can always derive the correct message. Second, with the deniable key, the CSP can get the
correct message even if the sensor normally encrypts the data. That is, if the CSP supports
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both privacy-preserving and normal sensors, an outsider cannot challenge the key released from
the CSP since the key looks normal, even when the sensor does not participate in the deniability
process.

Theorem 1. The Privacy-Preserving Broker ABE Scheme is Deniable Proof Consistent.

Proof. In this scheme, the CSP key is treated as proof for the CSP claim. Note that the key
is the most immediate proof available. As shown above, both SK2 and SK ′

2 can be applied to
correctly decrypt ciphertexts. That is, a ciphertext can be decrypted to a meaningful message,
which may be real data or a pre-determined fake message. Given a set of ciphertexts C where
its element may be normally or deniably encrypted, anyone who can differentiate between
(C, SK2) and (C, SK ′

2) can also differentiate between real and fake data. In other words, these
two tuples are indistinguishable.

3.6 Security Proof
In this subsection, we will prove the security of our scheme. For simplicity, though we simulate
the composite order group with a prime order group in our implementation, here we prove the
security with the composite order group. Since this scheme is a re-encryption scheme, it is nec-
essary to show that both Enc1 and Enc2 are secure. Although there is also another encryption
algorithm DenEnc1, we need not prove its security because the outputs of Enc1 and DenEnc1

are indistinguishable. The indistinguishability proof is presented in the next subsection. If the
output of Enc1 is secure, but the output of DenEnc1 is not, their indistinguishability will be
broken. That is, the indistinguishability proof ensures the security of DenEnc1 while Enc1 is
secure. First, we show that Enc1 is secure under the discrete logarithm assumption. Then, we
prove that Enc2 is secure in the CPA model.

Lemma 1. Enc1 is semantic secure if the discrete logarithm problem is hard.

Proof. To prove the security of Enc1, the focus should be on e(g1, g1)
α1s · e(g2, g2)α2s and

(g1g2)
s. The rest of the parts are verification tags through a one-way function, so they have

no information about the message. Therefore the security proof is the answer to the following
question: given g1, g2, (g1g2)

s, e(g1, g1)
α1 , e(g2, g2)

α2 , is finding e(g1, g1)
α1s · e(g2, g2)α2s easy or

not? Since s can only be derived from (g1g2)
s, this question is equivalent to a discrete logarithm

problem. Although g1g2 is a group element that supports the bilinear map operation, there is
no α1, α2 information in Gp1p2 unless α1, α2 can be derived from e(g1, g1)

α1 , e(g2, g2)
α2 , which

is also a discrete logarithm problem. So if the discrete logarithm problem is hard, getting
e(g1, g1)

α1s ·e(g2, g2)α2s is also a hard problem. Therefore, e(g1, g1)α1s ·e(g2, g2)α2s can be treated
as a random element in GT . So, Enc1 is semantic secure.
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The above proof demonstrates that the ciphertext encrypted by the sensor is semantic
secure. Because semantic security is equal to CPA-security, Enc1 is CPA-secure. That is,
the message transferred from the sensor to the broker is secure, even secure from the broker.
The next step is to prove Enc2 is CPA-secure, which implies that the communication between
the broker and the CSP is secure. When considering Enc2, we skip the SetupB step and
directly integrate Enc1 into Enc2, since these two steps belong to their own broker domain.
The attacker now is outside the broker domain and has the system’s public information from
Setup. The attacker does not participate into the Enc1 process.

Lemma 2. Enc2 is CPA-secure if Waters CP-ABE scheme is CPA-secure.

Proof. Let A be an adversary that breaks the above deniable CP-ABE scheme. An algorithm
B that can break Waters CP-ABE scheme can be constructed as follows. B is given pub-
lic parameters through the Waters CP-ABE scheme’s Setup algorithm from challenger X as
follows:

PPW = {g1, ga1 , e(g1, g1)β},

with prime number p1, Gp1 , e(·, ·) and H1(·). For convenience, we use a suffix to represent
different subgroups in our proof. Algorithm B proceeds as follows.

• Setup: B first picks two different prime numbers p2 and p3. Next, B generates group G
with order N = p1p2p3. Note that the subgroup with p1 order in G should be the same
as Gp1 . B then randomly picks α1 ∈ Zp1 and picks a generator g2 for Gp2 . B then shows
the following to A:

PP = {G, e,H1, g1, g2, g
a
1 , e(g1, g1)

α1 , e(g1, g1)
β}.

Note that e(·, ·) and H1(·) are the same as the given function from X .

• Phase 1: When B receives a key generation query for attribute set S from A, B simply
relays the query to X and obtains SKW as follows:

SKW = {gβ+at
1 , gt1, {H1(x)

t}∀x∈S}
= {K∗, L, {Kx}∀x∈S}.

B then generates gα1
1 and outputs SK2 to X as follows:

SK2 = {gα1
1 , gβ+at

1 , gt1, {H1(x)
t}∀x∈S}

= {K,K∗, L, {Kx}∀x∈S}.
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• Challenge: A outputs two messages M0, M1 with access structure (M, ρ) to B, and B
directly relays M0, M1 and (M, ρ) to X as the challenge and obtains the following from
X .

CW = {A∗, B∗, (C1, D1), . . . , (Cl, Dl)},

where

A∗ = Mb · e(g1, g1)βs
∗
, b ∈ {0, 1}

B∗ = gs
∗

1 ,

Ci = gaλi
1 H1(ρ(i))

−ri , Di = gri1 , i = 1 . . . l.

Mb is chosen by X . B setups a chameleon hash function CH and randomly picks b1, b2

from {0, 1}. B also randomly picks s ∈ ZN . Finally, B outputs C to A as follows:

C = { A∗
0, A

∗
1, B,B∗, (C1, D1), . . . , (Cl, Dl),

CH, t0, t1, V },
where,

A∗
b1
= A∗ · e(g1, g1)αs,

A∗
1−b1

R←− GT ,

B = gs1,

V = CH(M0, tb2) = CH(M1, t1−b2).

Note that a chameleon hash function is used instead of a common hash function. To A,
without the trapdoor, a chameleon hash function is simply a one-way function. Here we
ensure that the verification tag V is valid for both M0 and M1, so the verification process
will lease no information to A.

• Phase 2: The query and response process are the same as that in Phase 1.

• Guess: Finally, A outputs guess b′ to B and B forwards guess b′ to X .

If A achieves a non-negligible advantage against the proposed encryption scheme, B can use
the output of A to also achieve a non-negligible advantage against the Waters CP-ABE scheme
in the CPA model.

According to lemma 1, lemma 2, we can derive the following theorem.

Theorem 2. Suppose the discrete logarithm assumption and the decisional q-parallel BDHE as-
sumption hold, then no polynomial time adversary can selectively break the proposed encryption
system in the CPA-model.
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3.7 Deniability Proof
To prove the deniability of this scheme, we must show that the Enc1 output C and the De-
nEnc1 output C ′, the KeyGen2 output SK2 and the DenKeyGen2 SK

′
2 are indistinguishable

respectively. Here we do not consider Enc2 and KeyGen1 because the broker does not par-
ticipate in the deniability process.

Lemma 3. Under the general subgroup decision assumption, normal ciphertext C and deniable
ciphertext C ′ are indistinguishable.

Proof. Suppose there exists PPT attacker A who achieves a non-negligible advantage in dis-
tinguishing the deniable ciphertext C ′ from the normal ciphertext C of the proposed scheme.
A PPT algorithm B can be constructed that also has a non-negligible advantage against the
general subgroup decision assumption.

The difference between C and C ′ is the existence of the g3 element in B. Note that there is
no difference in A1−b0 since in the normal encryption, A1−b0 is randomly selected from GT and
undoubtedly it is possible to include the e(g3, g3) element. There is also no difference about
the verification parts because CH can be treated as a common hash function if the secret key
is not released. Now, given an element T to be determined if T belongs to Gp1p2 or Gp1p2p3 . B
can construct a ciphertext C∗ for the two messages M and M ′ as follows:

C∗ = {A0, A1, B, CH, t0, t1, V },

where,
Ab0 = M · e(g1, T )α1e(g2, T )

α2 ,

A1−b0 = M ′ · e(g1, T )α1e(g2, T )
α2e(g3, T )

α3 ,

B = T,

V = CH(M, tb1) = CH(M ′, t1−b1).

Then B forwards C∗ to A. If A says it is a normal ciphertext, then T is in Gp1p2 . If A says
it is a deniable ciphertext, then T is in Gp1p2p3 .

In the public information PP and PPB, there is no g3 element. Given the general subgroup
decision assumption, it is hard to determine if a given element belongs to Gp1p2 or Gp1p2p3 . So
C and C ′ should be indistinguishable.

Next, we check the deniability of the released proof.

Lemma 4. Under the general subgroup decision assumption, normal decryption proof SK2 and
deniable decryption proof SK ′

2 are indistinguishable.

29



3.8 Performance Evaluation 3 PRIVACY-PRESERVING BROKER-ABE SCHEME

Proof. Suppose there exists PPT attacker A who achieves a non-negligible advantage in distin-
guishing the deniable proof SK ′

2 from the normal proof SK2 of the proposed scheme. A PPT
algorithm B can be constructed that also has a non-negligible advantage against the general
subgroup decision assumption.

In this scheme, SK2 or SK ′
2 used as the receiver proof. The only difference between SK2

and SK ′
2 is the existence of element g3 in K. Now given an element T to be determined if T

belongs to Gp1 or Gp1p3 . B can construct a secret key SK∗
2 as follows:

SK∗
2 = {Tα1 , gβ+at

1 , gt1, {H1(x)
t}∀x∈S}

= {K,K∗, L, {Kx}∀x∈S}.

Then B forwards SK∗
2 to A. If A says it is a normal key, then T is in Gp1 . If A says it is a

deniable key, then T is in Gp1p3 .
In the public information PP and PPB, there is no g3 element. Given the general subgroup

decision assumption, it is hard to determine if a given element belongs to Gp1 or Gp1p3 . So SK2

and SK ′
2 should be indistinguishable.

From lemma 3 and lemma 4, the proposed scheme is a receiver-deniable encryption scheme,
which means that outsiders cannot challenge fake keys provided by CSPs.

3.8 Performance Evaluation
To evaluate the performance of the proposed scheme, we used a Raspberry Pi 3 computer as
the sensor platform and a desktop PC as the broker platform. The PC is equipped with i7-7700
CPU and 16 GB of memory11. In the implementation, we set each prime size to 512 bits, which
is equal to 256 bits of security[10]. So, while the composite group order size is 1536 bits, the
security level is still 512 bits. We focus on the sensor performance and the broker performance
here. The CSP performance is not our concern since the CSP is generally much more powerful.

We implement Enc1 in both the composite order group and the prime order group. Figure 12
shows the Enc1 process times. Here we do not compared to other ABE schemes since the policy
is embedded in the broker, not the sensor. We can find that the composite order implementation
requires around 550 ms while the prime order implementation requires around 110 ms. The
reason is that the prime order group element is much smaller than the composite order group one
and therefore, all operations are faster. Therefore, we believe that the encryption is affordable
for a sensor.

Then we see the Enc2 performance on the broker. Here we implement our scheme in both
the composite order and the prime order. We also implement Waters’ scheme and make a

11Some may doubt that this PC is too good to be a broker. When considering the Fog/Edge
trend[39], the edge entity is likely to become more and more powerful
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Figure 12: Enc1 execution time on Raspberry Pi3 which plays the sensor role.

Figure 13: Enc2 execution time on a PC which plays the broker role.

comparison. Attribute numbers are from 100 to 1000. Since we want to evaluate the perfor-
mance, in our experiments, we make all attributes mandatory so the encryption will be the
max encryption time. Figure 13 shows the Enc2 process times.

Figure 13 shows that though prime order simulation, the encryption performance of our
scheme is similar to Waters’ scheme. For further enhancement, we make a trade-off between
memory and computation. In our scheme, −→r can be precomputed and therefore H1(x)

−ri and
gri can also be precomputed, too. So for each x ∈ S, we make the broker generates γ random
numbers and then prepare a pool of (H1(x)

−ri , gri), i ∈ {1, . . . , γ}. So there will be |S| pools.
Note that one pair in a pool can be reused because there are total γ|S|+1 combinations among
all pools. We make this trade-off because the broker usually has more memory than the sensor.
Table 2 shows the improvement result. The experiment of Table 2 is total 1000 attributes with
chosen 500 among them as the required attributes. We can see that we greatly decrease the
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Table 2: The Broker Encryption Time.

Scheme Time (msec)
Waters 5290.647
Composite Order 53954.29
Prime Order Simulation 5308.78
Prime Order Simulation + Precomputing 1815.651

computational loading of the broker.
Though we make a great improvement compared to the base scheme, some may think that

our scheme is not lightweight enough. For example, Emura et al. scheme [28] requires 1173.51
ms, Guo et al. scheme [34] requires 1172.34 ms and Odelu et al. scheme [58] requires only
276.1 ms in their encryption operations12. However, in our scheme, the lightweight node is
the sensor node and its encryption takes only around 100 ms as shown in figure 12, which
is faster than others. The reason is that we move the most computational burden from the
sensor to the broker to make the whole scheme more practical. Moreover, the ciphertext from
the sensor node is also with constant size so it will not affect IoT networks too much. As
for the ciphertext from the broker to the CSP, because this is a broadband channel in most
cases, the ciphertext size is not an issue. Finally, we use LSSS as the policy structure which is
more powerful than AND-gates-based structure like, [34] and [58]. So their schemes may need
multiple times encryption to satisfy different target groups while we only need one encryption.

4 CP-ABE with Policy Deniability

4.1 Related Works
In this section, we review related works including deniable encryption, deniable authentication,
broadcast encryption and HCP-ABE.

4.1.1 Deniable Encryption

The idea of deniable encryption was first proposed by Canetti et al. [12]. Deniable encryption
can be divided into a deniable shared key scheme and a public key scheme. The one-time pad
is a simple example of deniable encryption. Let a message m be encrypted into a ciphertext c
via c = m⊕ k, where k is the shared key. The encryptor can claim that the message is m′ with
the key k′ = c⊕m′ and no one can challenge this claim. For the deniable public key encryption
scheme, the sender and/or the receiver need to provide evidence for their claims. In this paper,
we review several important deniable public key encryption schemes.

12The encryption time is referenced from [58].
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In the scheme proposed by Canetti et al. [12], the authors used a translucent set to provide
fake messages with convincing evidence. A translucent set is a set that contains a trapdoor
subset. It is easy to pick a random element from the universal set or the subset; however, it is
hard to determine if an element belongs to the subset without the trapdoor. If a sender wants
to encrypt one bit 0, the sender sends an element not contained in the subset. To encrypt one
bit 1, the sender sends an element contained in the subset. When coerced, the sender claims
a bit from 1 to 0 by claiming the random element from the universal set that coincidentally
lies in the subset. Canetti et al. called this scheme sender-deniable which means that the
scheme allows the sender to provide evidence for fake messages. Canetti et al. also extended
the scheme through an interactive approach to support receiver-deniability and combined them
into a bi-deniable encryption scheme. Following this idea, many researchers have used different
tools to build translucent sets. Durmuth et al.[26] used samplable encryption to construct a
translucent set. O’Neill et al. [59] developed a bi-translucent set based on a lattice. Klonowski
et al. improved the scheme of Canetti et al. to support messages at any depth [41].

In addition to translucent set approaches, there are other proposed techniques to build
deniable encryption schemes. O’Neill et al. [59] made use of a simulatable public key system
and a voting approach to provide deniability. The simulatable public key system provides
an oblivious key generation function and an oblivious ciphertext function. Gasti et al. [32]
proposed another deniable scheme where the system claims to set up one public-private key
pair while there are two pairs. The sender decides which key is released according to the outside
coercer. Ibrahim used the quadratic residuosity problem to provide deniability [38]. Chi et al.
[19] proposed a decryption scheme based on composite order groups. In this scheme, the real
data and pre-determined fake data are hidden in the different subgroups in one composite order
group.

In a recent paper [14], Canetti et al. proposed a new deniable feature called off-the-record
deniability. This work is the first approach that allows the sender and the receiver to make
different claims. With this method, an outside coercer cannot determine who is lying.

However, the objective of the CDP-ABE encryption scheme is somewhat different from that
of the deniable encryption scheme. The CDP-ABE encryption scheme is designed to keep the
message secret under coercion just like the deniable encryption scheme; however, the CDP-ABE
encryption scheme also protects the receiver’s identity by hiding the real policy behind a cover
policy. In this way, there is no need for receiver-deniability or off-the-record deniability.

4.1.2 Deniable Authentication

Even though encryption and authentication are often based on similar techniques, deniable
authentication is entirely different from deniable encryption. Deniable authentication is a
technique that allows the sender and the receiver to authenticate each other; however, they
cannot convince a third party with the authentication process. This concept was first proposed
by Dwork et al. [27]. The basic idea is zero-knowledge proof.

Many deniable authentication schemes have been presented. Noar presented deniable ring
authentication with ring signatures [56]. Deng et al. proposed two deniable authentication
schemes based on the factoring problem and the discrete logarithm problem [22]. Fan et al.
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built a deniable authentication scheme using the Diffie-Hellman key exchange protocol [30].
Following a similar idea, Shao developed a deniable authentication protocol based on a gen-
eralized ElGamal signature scheme [66]. Xiao et al. used a chaotic encryption-hash parallel
algorithm and the semi-group property of the Chebyshev chaotic map to design a deniable
authentication scheme [76]. Raimondo et al. focused on IPSec key exchange protocol and im-
plemented a deniable authentication feature within it [24]. Raimondo et al. also proposed a
new feature called forward deniability [23].

When deniable authentication schemes focus on user authentication deniability, they aim to
deny communication entities the ability to prove the target identity to third parties. However,
it is easy for an outsider to be aware of the communication. Also, even if the exchange of a
message reveals nothing, outsiders may trace the network traffic to obtain the user’s identity.
Our CDP-ABE encryption allows the sender to set up a strawman to deceive the adversary.
Therefore, an outside coercer will not perceive the existence of the real receiver. Moreover,
the sender does not need to agree with the cover receiver; in this way, the cover receiver is
completely innocent. That is, compared to deniable authentication, we provide a fake receiver
to third parties.

4.1.3 Broadcast Encryption and Multi-Receiver Encryption

Broadcast Encryption is an encryption technique that confidentially delivers a message to a
subset from a universe of users. The concept was first proposed by Fiat and Naor [31]. ABE
can also be treated as one kind of broadcast encryption. Another similar encryption scheme is
called multi-receiver encryption which allows multiple receivers to derive the message from one
ciphertext [8, 78].

Generally speaking, the receiver set is embedded in the broadcast encryption ciphertext.
That is, even non-target users can recognize the receiver group of a ciphertext. So, how to keep
the receiver identity secret is a big challenge. There are lots of works about receiver anonymity
encryption schemes, such as [50, 29, 80, 18].

However, anonymous broadcast encryption, including anonymous multi-receiver encryption,
focuses only on receiver identity hiding. The message in one ciphertext is the same for every
receiver. So if one of the target receivers is compromised, the message is still released even
the other receiver identities are kept unknown. Besides, they do not care about the coercion
issue. As for our proposed work, CDP-ABE tries to use a valid ciphertext to cover both
different receivers and different messages. So our work can be treated as a ciphertext
hiding technique, where one ciphertext is hidden in another cover ciphertext. According to the
previous studies, to the best of our knowledge, our proposed encryption system has not been
presented before.

4.1.4 Hidden Ciphertext Policy Attribute-based Encryption

In most CP-ABE schemes, the policy is directly appended in the ciphertext. Though the
message of the ciphertext is secret, sometimes the policy reveals the information of the message.
To solve this problem, some HCP-ABE schemes are proposed.
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The first CP-ABE with hidden access policy was proposed by Nishide et al. [57]. They
made the access policy not embedded in the ciphertext. Instead, they listed all attributes in
a randomized form. So the attacker needs to try all possibilities to reconstruct the policy.
Another technique is to use the composite order group. The access policy is encoded in one
subgroup and is randomized with other subgroup elements [42, 73, 21]. Since the access policy
is hidden, the decryptor needs to do lots of computation to see if he belongs to the receiver
group or not. To speedup the decryption process, Zhang et al. refined the access structure
with separating the attribute name and the attribute value [81] so the decryptor only needs to
check the attribute key according to the attribute name.

Though both CDP-ABE and HCP-ABE want to protect the access policy, the protection
approaches are totally different. HCP-ABE tries to hide the access policy in some randomized
form while we try to hide the access policy behind the cover policy. In our approach, a user
does not need to doubt if it is the receiver or not before running the decryption algorithm. So
our approach is definitely more practical than HCP-ABE since users in HCP-ABE will do lots
of meaningless decryption works.

4.2 Definition
The objective of CDP-ABE (ciphertext-deniable-policy ABE) is to conceal the real receiver from
outsiders. To hide the receiver’s identity and the real message, CDP-ABE allows the sender to
create a valid ciphertext for another receiver group with a pre-determined fake message. The
policy that defines the fake receiver group is called the cover policy and the ciphertext as the
carrier ciphertext. Next, the sender embeds the real ciphertext, that is, the ciphertext for the
real receiver group, in the carrier ciphertext. The sender can publish this processed ciphertext
to a public channel and claim that this ciphertext is for the cover receiver group. The real
receiver can obtain the ciphertext from the public channel and acquire the actual message. The
cover receiver recovers only the pre-determined fake message.

Unlike other deniable encryption schemes, receiver-deniability is not an issue with CDP-
ABE, because the real receiver is obscured and no one but the sender knows the receiver’s
identity. Even if an outside coercer compromises the cover receiver, they cannot determine
anything about the real receiver from the ”fake” ciphertext and therefore it is impossible to
identify the receiver. This idea originates from steganography techniques which are usually
applied to multimedia data hiding. In digital steganography, data are embedded in digital
media, such as images or videos, and attempt not to be decrypted by others. So CDP-ABE
can be treated as a steganographic encryption technology since the cover media is a ciphertext
for someone while the data are contained in the ciphertext for the real receiver.

Our CDP-ABE construction follows the idea of multi-distributional deniable encryption
which contains two sets of algorithms. One is claimed to be used while the other is actually
used. The outputs of these two sets of algorithms need to be computationally indistinguishable
or the deception will be easily discovered. Only the member who is authorized to use the
deniable service can be aware of the existence of the deniable algorithm set.

The formal definition is presented as follows.
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Definition 1 (Multi-distributional CDP-ABE). A multi-distributional CDP-ABE scheme is
composed of algorithms as follows:

1. Setup(1λ) → {E ,S}: Given a security parameter λ, the algorithm generates a system-
wise public information E and a secret S which will be used for further key generation.

2. KeyGen(E ,S, S) → SKS: Given the system-wise parameter E, the secret S and a user
attribute set S, this algorithm generates a secret key SKS for the user.

3. Enc(M, E ,A)→ C: Given a message M , the public information E and the access policy
A, the algorithm encrypts M to a ciphertext C which can only be correctly decrypted by
those who have the attributes that satisfy the given policy A.

4. Dec(C, SKS) → {M,⊥}: Given a ciphertext C and a user’s private key SKS, the
algorithm can correctly recover the original message M if S satisfies A defined in C.
Otherwise, the algorithm simply replies ⊥.

5. OpenEnc(E , C,M,A)→ P : This algorithm is for the sender to release encryption proof
P to show that C is encrypted from M with the access policy A.

6. DenSetup(1λ) → {E ,S, E ′,S ′}: The algorithm first runs Setup to obtain E and S.
Then the algorithm generates E ′ and S ′ for deniable use. Note that E ′ is only known by
the deniable encryption service users and is kept secret from outsiders.

7. DenKeyGen(E ,S, E ′,S ′, S)→ {SKS, SK
′
S}: The algorithm is used to generate keys for

deniable users. SKS is generated via KeyGen. The algorithm also generates another
deniable key SK ′

S. SK ′
S can be used to decrypt both normal ciphertexts and deniable

ciphertexts and can get the real message. As for SKS, it can only be used to get the
cover messages from the deniable ciphertexts. The existence of SK ′

S is only known by the
deniable service users.

8. DenEnc(M,M ′, E , E ′,A,A′)→ C ′: Given two encryption tuples {M, E ,A}, which is for
the real message encryption, and {M ′, E ′,A′}, which is for the cover message encryption,
the algorithm generates a ciphertext C ′. Note that the output of DecEnc should be
indistinguishable to the output of Enc. A′ is called the cover policy in this project.

9. DenOpenEnc(E , C ′,M ′,A′)→ P ′: This algorithm is for the sender to release encryption
proof P ′ to show that C is encrypted from M ′ with the access policy A′. Note that P ′

should be computationally indistinguishable with P from OpenEnc or the outsider will
learn the cheating fact.
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It is obvious that the first four algorithms can be treated as a generic CP-ABE scheme.
We call the first four algorithms the normal set of algorithms. DenSetup, DenKeyGen and
DenEnc and Dec, constitute the primary characteristics of our proposal. We call them the
deniable set of algorithms. Note that there is no DenDec algorithm since all entities should
use the same decryption algorithm for ciphertext validation. There is no OpenDec which
makes the receiver provide a proof because CDP-ABE mislead the coercer to other receivers
instead of the real receiver group. So those innocent receivers can simply provide their keys to
the coercer as the proofs. In our scheme, we allow all users to provide their keys from KeyGen
and this will not crack the deniable feature.

The usage of CDP-ABE is described here. DenSetup is used to setup an operation envi-
ronment. Though there are more outputs than Setup, the user can simply publish the normal
part to outsiders and keep the additional part secret. DenKeyGen is used to generate a secret
key pair, one is the normal secret key and the other is the deniable secret key. DenEnc is the
deniable encryption function which can encrypt a real message and a cover message for different
policies at the same time. Note that the output of DenEnc should be indistinguishable from
the output of Enc with the same message and cover identity. This implies that the key that
satisfying the cover policy can be used to decrypt C ′ and derive M ′, otherwise Dec would be
a breakpoint. As for the deniable secret key, it is used to uncover the real message for the real
receiver. In this way, the sender can claim that a published ciphertext is derived from Enc for
the cover receiver while actually it is generated by DenEnc for the real receiver.

4.3 Construction
We construct our CDP-ABE as follows:

1. Setup(1λ) → {E ,S}: The algorithm generates bilinear group G of order N = p1p2p3,
where p1, p2, p3 are distinct primes with a bilinear map function e : G × G → GT . GT

is also of order N . We use Gp1 ,Gp2 ,Gp3 to denote three orthogonal subgroups in G of
order p1, p2, p3, respectively. The algorithm picks generators g1 ∈ Gp1 , g2 ∈ Gp2 , random
elements a, α, β ∈ ZN and a hash function H : {0, 1}∗ → G. Then the algorithm pre-
pares a hash function H12 that maps a random string to Gp1p2 and satisfies the following
property:

e(H(x), g1g2) = e(H12(x), g1g2), ∀x.

The system-wise parameter E and the secret S are

E = {G,GT , N, g1g2, (g1g2)
a, (g1g2)

β, e(g1, g1)
α, e(g2, g2)

α, H12},

S = {(g1g2)α, H}.
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2. KeyGen(E ,S, S)→ SKS: Given the system-wise parameter E , the secret S and a set of
attributes S, the algorithm randomly chooses t ∈ ZN and the output private key SKS is

SKS = {(g1g2)α+at, (g1g2)
t, {H12(x)

t}|∀x∈S}
= {K,L, {Kx}|∀x∈S}

.

3. Enc(M, E ,A = {M, ρ})→ C: Given a message M and the target LSSS access structure
A = {M, ρ}, the algorithm encrypts the message for A. First, the algorithm encrypts
ρ as follows. The algorithm sets up a cryptographic one-way hash function H ′. Note
that the hash function H ′ can be any type of cryptographic one-way function and is
determined during encryption and that a chameleon hash function can be applied here.
The algorithm randomly picks s1 ∈ ZN , two random strings t0,0, t0,1, and flips two coins
b0, b1. The output will be

Γ = {ϱ0, ϱ1, ς, V1, t0,0, t0,1}

where,
ϱb0 = ρ · e(g1g2, g1g2)βs1 ,
ϱ1−b0

R←− GT ,
ς = (g1g2)

s1 ,
V1 = H ′(ρ, t0,b1)

̸= H ′(ϱ1−b0 · e(g1g2, g1g2)−βs1 , t0,1−b1).

It is trivial that every user in this system can correctly derive ρ since (g1g2)
β is included

in the public information E .
Now the algorithm focuses on the attribute part. Let M be an l×n matrix and Mi denote
the i-th row of M. The algorithm first chooses two random vectors −→v = (s2, y2, . . . , yn) ∈
Zn

N . This algorithm then calculates λi = −→v Mi,∀i ∈ {1, . . . , l}. The algorithm flips
another two coins b2, b3 and picks two random strings t1,0, t1,1. The output result is

∆ = {A0, A1, B, C1, . . . , Cl, t1,0, t1,1, V2},

where,
Ab2 = M · e(g1g2, g1g2)αs2 ,
A1−b2 = M · e(g1, g1)αs2 ,
B = (g1g2)

s2 ,
Ci = (g1g2)

aλiH12(ρ(i))
−s2 , i = 1 . . . l,

V2 = H ′(M, t1,b3).

The ciphertext C will be as follows:

C = {Γ,∆, H ′,M}
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4. Dec(C, SKS)→ {M,⊥}: To decrypt a ciphertext C, the algorithm first computes possi-
ble ρ as follows.

ρi = ϱi · e(ς, (g1g2)β)−1, i = 0, 1,

The algorithm derive the correct ρ by checking

V1
?
= H ′(ρi, t0,j), ∀i, j ∈ {0, 1},

If H ′(ρi, t0,j) is equal to V1, we know ρi is the correct mapping function and b0, b1 are i, j
respectively. If all candidates fail the equality verification, the algorithm replies ⊥.
According to ρ and M, the algorithm checks if the attribute set S of SKS satisfies A. If not,
the algorithm returns ⊥. Otherwise, let I ⊂ {1, 2, . . . , l} be defined as I = {i : ρ(i) ∈ S}.
Then this algorithm finds a set of constants {wi ∈ Zp} such that

∑
i∈I wiλi = s1. This

algorithm computes all possible messages as follows:

Mj = Aj ·
e(
∏

i∈I C
wi
i , L)e(B,

∏
i∈I K

wi

ρ(i))

e(B,K)
, ∀j ∈ {0, 1}.

The algorithm then verifies two candidates messages with V by calculating

vj,k = H ′(Mj, t1,k),∀j, k ∈ {0, 1}.

If vj,k is equal to V2, then Mj is the message and is returned. j, k are b2, b3, respectively, of
coins selected by the encryptor. Otherwise, this algorithm returns ⊥. Note that the most
computationally intensive aspect of this algorithm, which is e(

∏
i∈I C

wi
i ,L)e(B,

∏
i∈I K

wi
ρ(i)

)

e(B,K)
, only

needs to be computed once. Therefore, the overall computation time compared to the
base scheme will not be significantly larger.

5. OpenEnc(E , C,M,A) → P : This algorithm returns the coins used in the encryption
process b0, b1, b2, b3 as the proof P .

6. DenSetup(1λ) → {E ,S, E ′,S ′}: The algorithm first runs Setup to obtain E ,S. The
deniable system-wise parameter E ′ and the secret S ′ are

E ′ =


g2g3, (g2g3)

a, e(g3, g3)
α,

(g1g2g3)
β, e(g1, g1)

β,
H13, H2, H3

 ,

S ′ = {(g1g3)α}.

H13, H2, H3 are hash functions that map random strings to Gp1p3 ,Gp2 ,Gp3 respectively
and satisfy the following properties:
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e(H(x), g1g3) = e(H13(x), g1g3), ∀x,
e(H(x), g2) = e(H2(x), g2), ∀x,
e(H(x), g3) = e(H3(x), g3), ∀x.

7. DenKeyGen(E ,S, E ′,S ′, S) → {SKS, SK
′
S}: Given an attribute set S, SKS is directly

generated by KeyGen. The deniable private key SK ′
S is defined as follows:

SK ′
S = {(g1g3)α+at, (g1g3)

t, {H13(x)
t}|∀x∈S}

= {K ′, L′, {K ′
x}|∀x∈S}

8. DenEnc(M, E ,M ′, E ′,A = {M, ρ},A′ = {M′, ρ′})→ C ′: Given the real message M with
the access policy A and the cover message M ′ with the cover policy A′, the algorithm
first deniably encrypts ρ, ρ′ as follows. The algorithm sets up a chameleon hash function
CH. The algorithm then randomly picks s1 ∈ ZN , a random string t0,0 and flips two
coins b0, b1. The output will be

Γ′ = {ϱ′0, ϱ′1, ς ′, V1, t0,0, t0,1}
where,

ϱ′b0 = ρ · e(g1g3, g1g3)βs1 ,
ϱ′1−b0

= ρ′ · e(g1, g1)βs1 ,
ς ′ = (g1g3)

s1 ,
V1 = CH(ρ, t0,b1) = CH(ρ′, t0,1−b1).

t0,1 is a string generated from the chameleon hash function forgery.
Next, the algorithm processes the attribute part. For simplicity, we assume that the
required attribute numbers to recover secrets from A and A′ are the same. That is,
M = M′. Let M be an l×n matrix and Mi denote the i-th row of M. The algorithm first
chooses two random vectors −→v = (s2, y2, . . . , yn) ∈ Zn

N . This algorithm then calculates
λi = −→v Mi,∀i ∈ {1, . . . , l}. The algorithm flips another two coins b2, b3 and picks a
random string t1,0. The output result is

∆′ = {A′
0, A

′
1, B

′, C ′
1, . . . , C

′
l , t1,0, t1,1, V2},

where,
A′

b2
= M · e(g3, g3)αs2 ,

A′
1−b2

= M ′ · e(g2, g2)αs2 ,
B′ = (g2g3)

s2 ,
C ′

i = (g2g3)
aλi(H2(ρ

′(i))H3(ρ(i)))
−s2 , i = 1 . . . l,

V2 = CH(M, t1,b3) = CH(M ′, t1−b3).

The ciphertext C ′ will be as follows:

C = {Γ′,∆′, CH,M}
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9. DenOpenEnc(E , C,M,A) → P : This algorithm returns the opposite coins used in the
encryption process 1− b0, 1− b1, 1− b2, 1− b3 as the proof P ′.

In our design, the normal algorithm set runs on Gp1p2 . As for the deniable algorithm set,
the key is on Gp1p3 while the ciphertext is on Gp2p3 . So in the decryption process, users will
get different messages with different keys. The detail is shown in the next subsubsection. The
sender proof is the four random bits used in the encryption process.

4.4 Correctness
Here, we show the correctness of our CDP-ABE scheme. There are four cases that need to
be checked. The first case is that a normally encrypted ciphertext can be correctly decrypted
by the normal private key for the normal receiver group. The second case is that a normally
encrypted ciphertext can be correctly decrypted by the deniable private key for the deniable
receiver group. The third case is that a deniably encrypted ciphertext can be correctly decrypted
by the deniable private key for the deniable receiver group and the real message is derived. The
fourth case is that a deniably encrypted ciphertext can be correctly decrypted by the deniable
private key for the normal receiver group and the fake message is derived.

1. Normally encrypted ciphertext and the normal key: First, the user can use E to
calculate

e(ς, (g1g2)
β)) = e((g1g2)

s1 , (g1g2)
β)) = e(g1g2, g1g2)

βs1 .

By the V1 verification with the hash function H ′, the normal public information E can
be used to correctly derive ρ. So the access policy A is opened. Then we focus on the
message part. Because

e(
∏

i∈I C
wi
i ,L)e(B,

∏
i∈I K

wi
ρ(i)

)

e(B,K)

= e(
∏

i∈I(g1g2)
aλiwiH12(ρ(i))

−s2wi , (g1g2)
t)

·e((g1g2)s2 ,
∏

i∈I H12(ρ(i))
twi)

·e((g1g2)s2 , (g1g2)α+at)−1

= e(
∏

i∈I(g1g2)
aλiwi , (g1g2)

t) · e((g1g2)s2 , (g1g2)α+at)−1

= e((g1g2)
as2 , (g1g2)

t) · e((g1g2)s2 , (g1g2)α+at)−1

= e(g1g2, g1g2)
−αs2 ,

with the hash function H ′ and the verification tag V2, the receiver can derive the message
M .

2. Deniably encrypted ciphertext and the normal key: Since the normal user will
not know the ciphertext is generated from deniable encryption, it uses E to calculate

e(ς ′, (g1g2)
β)) = e((g1g3)

s1 , (g1g2)
β)) = e(g1, g1)

βs1 .
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By the V1 verification with the chameleon hash function CH, the normal scheme user
can correctly derive ρ′. So the cover access policy A′ is opened. Then we focus on the
message part. Because

e(
∏

i∈I C
′wi
i ,L)e(B′,

∏
i∈I K

wi
ρ(i)

)

e(B′,K)

= e(
∏

i∈I(g2g3)
aλiwi(H2(ρ

′(i))H3(ρ(i)))
−s2wi , (g1g2)

t)
·e((g2g3)s2 ,

∏
i∈I H12(ρ

′(i))twi)
·e((g2g3)s2 , (g1g2)α+at)−1

= e(
∏

i∈I g
aλiwi
2 (H2(ρ

′(i)))−s2wi , gt2)
·e(gs22 ,

∏
i∈I H2(ρ

′(i))twi)
·e(gs22 , gα+at

2 )−1

= e(
∏

i∈I g
aλiwi
2 , gt2) · e(g

s2
2 , gα+at

2 )−1

= e(gas22 , gt2) · e(g
s2
2 , gα+at

2 )−1

= e(g2, g2)
−αs2 ,

with the chameleon hash function CH and the verification tag V2, the normal receiver
can derive the cover message M ′.

3. Deniably encrypted ciphertext and the deniable key: Though the deniable user
does not know if the ciphertext is normally encrypted or not, it just uses E ′ to calculate

e(ς ′, (g1g2g3)
β)) = e((g1g3)

s1 , (g1g2g3)
β)) = e(g1g3, g1g3)

βs1 .

By the V1 verification with the chameleon hash function CH, the deniable service user
can correctly derive ρ. So the real access policy A is opened. Then we focus on the
message part. Because

e(
∏

i∈I C
′wi
i ,L′)e(B′,

∏
i∈I K

′wi
ρ(i)

)

e(B′,K′)

= e(
∏

i∈I(g2g3)
aλiwi(H2(ρ

′(i))H3(ρ(i)))
−s2wi , (g1g3)

t)
·e((g2g3)s2 ,

∏
i∈I H13(ρ(i))

twi)
·e((g2g3)s2 , (g1g3)α+at)−1

= e(
∏

i∈I g
aλiwi
3 (H3(ρ

′(i)))−s2wi , gt3)
·e(gs23 ,

∏
i∈I H3(ρ

′(i))twi)
·e(gs23 , gα+at

3 )−1

= e(
∏

i∈I g
aλiwi
3 , gt3) · e(g

s2
3 , gα+at

3 )−1

= e(gas23 , gt3) · e(g
s2
3 , gα+at

3 )−1

= e(g3, g3)
−αs2 ,

with the chameleon hash function CH and the verification tag V2, the normal receiver
can derive the real message M .

4. Normally encrypted ciphertext and the deniable key: Though the deniable user
does not know if the ciphertext is normally encrypted or not, it just uses E ′ to calculate
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e(ς, (g1g2g3)
β)) = e((g1g2)

s1 , (g1g2g3)
β)) = e(g1g2, g1g2)

βs1 .

By the V1 verification with the chameleon hash function H ′, the deniable scheme user can
correctly derive ρ. So the access policy A is opened. Then we focus on the message part.
Because

e(
∏

i∈I C
wi
i ,L′)e(B,

∏
i∈I K

′wi
ρ(i)

)

e(B,K′)

= e(
∏

i∈I(g1g2)
aλiwiH12(ρ(i))

−s2wi , (g1g3)
t)

·e((g1g2)s2 ,
∏

i∈I H13(ρ(i))
twi)

·e((g1g2)s2 , (g1g3)α+at)−1

= e(
∏

i∈I g
aλiwi
1 , gt1) · e(g

s2
1 , gα+at

1 )−1

= e(gas21 , gt1) · e(g
s2
1 , gα+at

1 )−1

= e(g1, g1)
−αs2 ,

with the hash function H ′ and the verification tag V2, the receiver can derive the message
M .

From the above verification, we can find that the deniable user does not need to know if a
message is normally encrypted or not. The deniable user only needs to use E ′ and SK ′

S to get
the correct message. When being forced to release the key, the deniable user can claim that its
attributes do not satisfy the ciphertext’s access policy and its key is SKS.

4.5 Security Proof
Our CDP-ABE is composed of two sets of algorithms, one is the normal set and the other is
the deniable set. We only prove the security of the normal algorithm set here. This is because
the normally encrypted ciphertext and the deniably encrypted ciphertext are indistinguishable,
which is proved later. If one is broken and the other is secure, it is easy to use this property to
tell the ciphertext and it conflicts with their indistinguishability.

A ciphertext is a tuple with four elements, {Γ,∆, H ′,M}. Since H ′,M are public and Γ is
also public since every system user who has E can derive ρ, we only focus on the security of
∆,A. To prove the security, we reduce Waters CP-ABE to the normal set of algorithms in our
CDP-ABE scheme. Since all subgroups are orthogonal, we can change the query, the response
and the challenge in Waters scheme to our CDP-ABE scheme. The formal proof is described
as follows.

Theorem 3. Our proposed CDP-ABE scheme is CPA secure if the Waters CP-ABE is CPA
secure.

Proof. Let A be an adversary that breaks the above CDP-ABE scheme. We can construct
algorithm B that can break Waters CP-ABE as follows. Let X denote the challenger of Waters
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scheme. B provides a group Gp1 with a prime p1 and a hash function H1 to X . Then B is given
public parameters through the Waters CP-ABE scheme’s Setup algorithm from challenger X

Ep1 := {g1, ga11 , e(g1, g1)
α1}.

For convenience, we use the suffix to represent different subgroups in our proof. Algorithm
B proceeds as follows.

• Setup: B first picks two different prime numbers p2 and p3. B generates group G with
order N = p1p2p3. Note that the subgroup with p1 order in G should be the same as Gp1 .

B sets up Ep2 with the Waters CP-ABE Setup algorithm from Gp2 and outputs {g2, ga22 , e(g2, g2)
α2},

where a2, α2 are in Zp2 . B randomly picks β ∈ ZN . Next, B shows

E = {G,GT , N, g1g2, g
a1
1 ga22 , (g1g2)

β, e(g1, g1)
α1e(g2, g2)

α2 , H12}

to A. Note that B is the one who knows p1, p2, p3, so it is easy for B to generate required
hash functions. Though a1 is secret and different from a2, which comes from Zp1 and Zp2

respectively, ga11 ga22 can be treated as (g1g2)
a, where a ∈ ZN from the Chinese remainder

theorem. For the same reason, e(g1, g1)α1e(g2, g2)
α2 can be treated as e(g1g2, g1g2)α, where

α ∈ ZN

• Phase 1: When B receives a key generation query for attribute set S from A, B sim-
ply relays the query to X and obtains SKp1 = {Kp1 , Lp1 , {Kx,p1}∀x∈S}. {Kx,p1} implies
H1(x)

t. B generates Kp2 , Lp2 , {Kx,p2}∀x∈S} with the same algorithm. Again, B does not
need to know the secret X uses. Next, B replies A the secret key SK as follows:

SK = {Kp1Kp2 , Lp1Lp2 , {Kx,p1Kx,p2}∀x∈S}.

• Challenge: A outputs two messages M0, M1 with access structure (M, ρ) to B. B
directly relays M0, M1 and (M, ρ) to X as the challenge and obtains

{M∗ · e(g1, g1)α1s1 , gs11 , ga1λi
1 H1(ρ(i))

−s1 , i = 1 . . . l}

from X . M∗ ∈ {M0,M1} is chosen by X . B setups a chameleon hash function CH and
randomly picks b0, b1 from {0, 1}, s2 from Zp2 . B also calculates {λ′

1, . . . , λ
′
l}. Finally, B

outputs C to A as follows:

C = {A0, A1, B, C1, . . . , Cl, CH, t0, t1, V },
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where

Ab0 = M∗ · e(g1, g1)α1s1e(g2, g2)
α2s2 ,

A1−b0 = M∗ · e(g1, g1)α1s1 ,

B = gs11 · gs22 ,

Ci = ga1λi
1 · ga2λ

′
i

2 H1(ρ(i))
−s1H2(ρ(i))

−s2 ,∀i ∈ {1, . . . , l},
V = CH(M0, tb1) = CH(M1, t1−b1).

Because of the Chinese remainder theorem, A will treat C as a ciphertext that comes from
secret s ∈ ZN . Here, a chameleon hash function is used instead of a normal hash function;
however, to A, who has no trapdoor for the chameleon hash function, the chameleon hash
function is just a normal one-way hash function.

• Phase 2: A submits key generation queries to B and B responds as shown in Phase 1.

• Guess: Finally, adversary A outputs guess b′ to B and B uses b′ to reply X .

If A achieves a non-negligible advantage against the deniable scheme from our construction,
B can use the output of A to also achieve a non-negligible advantage against the Waters ABE
scheme in the CPA model.

Since Waters CP-ABE scheme is CPA-secure if the decisional q-BDHE assumption holds,
we can have the following theorem.

Theorem 4. Our proposed CDP-ABE scheme is CPA secure if the decisional q-BDHE as-
sumption holds.

4.6 Indistinguishability Proof
In this subsection, we prove that the output from the normal set of algorithms should be in-
distinguishable from the output from the deniable set of algorithms. We only focus on the
ciphertext indistinguishability. As for the user key, since the opened key from the deniable
user is generated from KeyGen, which is the same with the normal user, there is no indistin-
guishability issue.

A ciphertext is composed by Γ,∆, H,M. Since a chameleon hash function is definitely
a valid cryptographic one-way hash function, we cannot use this as a point to differentiate
the kinds of ciphertexts. There is no difference about the access matrix M. As for Γ and ∆,
t0,0, t0,1, t1,0, t1,1 are random strings13 and V1, V2 are hash values. A0, A1 are proved to be secure,

13Though two of them are generated from the chameleon hash function, without the trapdoor
they look like two random strings.
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which implies computationally indistinguishable to a random element, and ϱ0, ϱ1 are the same
case. So the difference between a normal ciphertext and a deniable ciphertext can be reduced
to the problem of finding the difference between the following two tuples:

C = {(g1g2)s1 , (g1g2)s2 , {(g1g2)aλiH12(ρ(i))
−s2}}

and

C′ = {(g1g3)s1 , (g2g3)s2 , {(g2g3)aλi(H2(ρ
′(i))H3(ρ(i)))

−s2}}.

So if C and C′ are indistinguishable, the normal ciphertext and the deniable ciphertext are
indistinguishable, too. We setup some intermediate tuples for the proof use as follows .

C1 = {(g1g3)s1 , (g1g2)s2 , {(g1g2)aλiH12(ρ(i))
−s2}}

C2 = {(g1g3)s1 , (g1g2)s2 , {(g2g3)aλiH12(ρ(i))
−s2}}

Lemma 5. Under the general subgroup decision assumption, C and C1 are computationally
indistinguishable.

Proof. We suppose there exists PPT attacker A who achieves a non-negligible advantage in
distinguishing C from C1. We can create PPT algorithm B that has a non-negligible advantage
against the general subgroup decision assumption.
B receives N = p1p2p3, g1g2, T , where g1, g2, g3 belong to Gp1 , Gp2 , Gp3 respectively. B

wants to know if T belongs to Gp1,p2 or Gp1,p3 . B randomly picks α, β, a,∈ ZN and setups the
public information E . H12(x) is defined as (g1g2)

h(x) where h is a hash function mapping from
a random string to ZN . B publishes E to A. When receiving the key queries from A, B simply
runs KeyGen and replies the generated keys. Then A sends an encryption challenge to B with
an access structure A = {M, ρ}. B calculates {λi} and returns the following tuple:

C∗ = {T, (g1g2)s2 , {(g1g2)aλiH12(ρ(i))
−s2}}

If T ∈ Gp1p2 , then C∗ ∈ C; otherwise, C∗ ∈ C1. If A has a non-negligible advantage over the
tuple decision problem, B can also have a non-negligible advantage over the subgroup decision
problem.

Next, we want to prove C1 and C2 are indistinguishable.

Lemma 6. Under the general subgroup decision assumption, C1 and C2 are computationally
indistinguishable.

Proof. We suppose there exists PPT attacker A who achieves a non-negligible advantage in
distinguishing C1 from C2. We can create PPT algorithm B that has a non-negligible advantage
against the general subgroup decision assumption.
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B receives N = p1p2p3, g1g2, g1g3, T , where g1, g2, g3 belong to Gp1 , Gp2 , Gp3 respectively. B
wants to know if T belongs to Gp1,p2 or Gp2,p3 . B randomly picks α, β, a,∈ ZN and setups the
public information E . H12(x) is defined as (g1g2)

h(x) where h is a hash function mapping from
a random string to ZN . B publishes E to A. When receiving the key queries from A, B simply
runs KeyGen and replies the generated keys. Then A sends an encryption challenge to B with
an access structure A = {M, ρ}. B returns the following tuple:

C∗ = {(g1g3)s1 , (g1g2)s2 , {T aH12(ρ(i))
−s2}}

Note that {λi} are not calculated since we assume that all elements in {λi} are equal. If
T ∈ Gp1p2 , then C∗ ∈ C1; otherwise, C∗ ∈ C2. If A has a non-negligible advantage over the
tuple decision problem, B can also have a non-negligible advantage over the subgroup decision
problem.

Finally, we want to prove C2 and C′ are indistinguishable.

Lemma 7. Under the general subgroup decision assumption, C2 and C′ are computationally
indistinguishable.

Proof. We suppose there exists PPT attacker A who achieves a non-negligible advantage in
distinguishing C2 from C′. We can create PPT algorithm B that has a non-negligible advantage
against the general subgroup decision assumption.
B receives N = p1p2p3, g1g2, g1g3, g2g3, T , where g1, g2, g3 belong to Gp1 , Gp2 , Gp3 respec-

tively. B wants to know if T belongs to Gp1,p2 or Gp2,p3 . B randomly picks α, β, a,∈ ZN and
setups the public information E . H12(x) is defined as (g1g2)

h(x) where h is a hash function
mapping from a random string to ZN . B publishes E to A. When receiving the key queries
from A, B simply runs KeyGen and replies the generated keys. Then A sends an encryption
challenge to B with an access structure A = {M, ρ} and a cover access structure A′ = {M′, ρ′}.
Again, we assume that M = M′. B calculates {λi} and returns the following tuple:

C∗ = {(g1g3)s1 , T, {(g2g3)aλiT−h(ρ(i))}}

If T ∈ Gp1p2 , then C∗ ∈ C2; otherwise, This construction implies that h(ρ(i)) ≡ h(ρ′(i)) mod p3

and therefore, C∗ ∈ C′. If A has a non-negligible advantage over the tuple decision problem, B
can also have a non-negligible advantage over the subgroup decision problem.

According to the above lemmas, we can show that C and C′ are indistinguishable. So we
can derive the following theorem.

Theorem 5. The normal ciphertext C and deniable ciphertext C ′ in our proposed CDP-ABE
scheme are indistinguishable.
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scheme Group Order
Lai [42] p1p2p3p4

Wang [73] p1p2p3

Zhang [81] p1p2p3p4

Chi [19] p1p2p3

Ours (composite order) p1p2p3

Ours (simulation) p

Table 3: The group order of each scheme.

4.7 Performance Evaluation
Here we compare our construction with our CDP-ABE scheme with Waters’ CP-ABE. The
experiment environment is an INTEL i7-7700 computer. The chameleon hash function im-
plementation follows [79]. Since we use the composite order group to construct scheme, the
required computational time grows substantially. To solve this problem, we use the simulation
technique proposed by Lewko[45]. Lewko formed a basis with some prime order group elements
and made each base orthogonal to each other. So each basis can be treated as a composite
order element. We implement our scheme with both the composite order group and the prime
order group.

To our best of knowledge, there are no schemes which can provides target and message
deniability at the same time. Therefore, we compare our scheme with some similar CP-ABE
schemes which can hide the access policy from others. These schemes are called HCP-ABE. We
compare our schemes with Lai [42], Wang [73] and Zhang [81]. We also compare our scheme
with Chi’s deniable CP-ABE scheme[19]. All these comparisons are based on the bilinear
composite order group. We summarize their order in table 3. Each prime size is 512 bits in our
implementation. The comparison results are shown in figure 14 and figure 15.

From the comparison, we can find that the composite order scheme is much slower than the
prime order scheme, as described above. Our prime order simulation approach has the best
performance in both encryption and decryption among these schemes. Moreover, our scheme
provides the deniable access policy feature which is not included in these schemes. Although
our CDP-ABE scheme is undoubtedly slower than Waters scheme which is our base scheme,
we believe that the trade-off of our scheme is affordable.

5 Conclusions
In this project, we develop three techniques for the fog computing. First, we develop Sand-
boxNet, which can detect the malicious SDN applications. This can protect the network
infrastructure from being loaded unwanted applications. Second, we design a broker encryp-
tion for the IoT scenario, which is the most popular scenario of the fog computing. With our
proposed technique, the lightweight devices can enjoy the ABE and deniability feature to sup-
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Figure 14: The encryption cost comparison with other schemes.

port the multi-cloud service and data privacy. Third, we propose a receiver-identity-deniability
encryption mechanism to avoid the attacker noticing the user behavior through the sensor
traffic analysis.

5.1 Future Works
Here we list the future works of this project. Again, we list three directions for our current
works respectively.

First, we will apply the machine learning technique to our Sandboxnet. Though SandboxNet
is a complete tool for detecting malicious SDN applications, it lacks the precise detection
criteria. In fact, it is hard to list all attack cases. To solve this problem, we want to apply the
machine learning technique to determine if an application is malicious or not. Since there are
lots of existing network attack data sets, we can construct a model from these data sets and
train a model as our judgment basis, instead of only relying experience-based threshold. The
architecture can be shown in Figure 16.

Second, we want to enhance the broker-ABE scheme. Currently, our scheme makes the
broker to apply attributes to the ciphertext from the lightweight sensor. This implies that
the broker knows the attribute of the sensor and will leak the sensor’s privacy. In some cases,
the sensor and the edge server belong to two different owners, one is the infrastructure service
provider while the other is the local host. In this case, the infrastructure service provider should
not know the attribute of the local device. To solve this problem, we want to apply the secure
multi-party computation technique so that a local device can separate its attribute set into
multiple subsets and ask multiple edge servers to apply the attribute subset for the ciphertext.
Then the local device combine all processed ciphertexts to a final ciphertext that satisfies the
device’s attribute set. The idea is shown in figure 17.
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Figure 15: The decryption cost comparison with other schemes.

Figure 16: SandboxNet with Machine-Learning-based Detection.

The last one is about the device identity issue. Though we propose a receiver-identity-
deniable encryption scheme, which can protect the receiver identity, the sender identity is a
plain information. That is, the behavior analysis still works from the sender behavior. To
solve this problem, we need a sender-identity-deniable encryption scheme. Compared to the
receiver-identity-deniability, the sender-identity-deniability is not trivial since it is impossible
for an innocent user to commit something that it does not do. To overcome this issue, we
introduce a new identity which is called the public channel. This channel can be used by
everyone to send a message to others. So the real sender identity can be covered by the public
channel.
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Figure 17: Out-Sourcing Multi-parties ABE.
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